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Nudopmanus 00 ycTpoiicTBe

Wudopmarus 06 yerpoiictee gocrymnna B InternetGatewayDevice.Devicelnfo.

Hopa Onucanne

HardwareVersion Bepcust 060opymoBanusi, 101kHa cOOTBEeTCTBOBaThH 3HaueHusM B WebUI 1 OMCI
Manufacturer [TpousBoauTens 000pyI0BaHUS

ManufacturerOUI [Tepssie 6 cumBoioB MAC anpeca ycTpoiicTBa

ModelName Mogens, nomkHa coorseTcTBoBaTh 3HaueHusM B WebUI u OMCI

ProductClass

Jomxen coBnaaats ¢ ModelName

SerialNumber

CepuiiHblil HOMEp YCTPONCTBA, TOJHKEH COOTBETCTBOBATH 3HaueHussM B WebUI u OMCI

SoftwareVersion

Bepcust [10 ycrporicTBa, 1onkHa cootBerctBoBarh 3HaueHussM B WebUI u OMCI

TemperatureStatus.Tem peratureSensor.{x}.Name

Ha3Banue temneparypHoOro qaTumka, 10JKEH ObITh MUHUMYM 1 (Ha ONTHYECKOM MOJTyJIe).
TemnepaTypa unrcera — ONUUOHAIBHO.

TemperatureStatus.Tem peratureSensor. {x}.Status

Texymmii ctaTyc naTdynka

TemperatureStatus.Tem peratureSensor. {x}.Value

TeKymee SHAYCHUC TCMIICPATYPHI B I'pafycax HCJILCI/ISI

UpTime

Bpewms paboTsl ycTpoiicTBa mocie 3arpy3Ku.

X_RTK DevicelLogEnable

[To3BosI€T BKIIOYNTH/BBIKIIIOYUTH CHCTEMHBIN JIOT

X_RTK_RemotelLogEnable

[To3BosIsIET BKIIIOUNTR/BBIKIIOYHUTD M€peiady CUCTEMHOIO Jora Ha y/laJeHHbIN cepBep

X RTK Remotel ogServer

Cepsep ISl yAaIEHHOTO JIOTUPOBAHUS

MemoryStatus.Free (unsignedint)

The free physical RAM, in kilobytes, currently available on the device.

MemoryStatus.Total (unsignedint)

The total physical RAM, in kilobytes, installed on the device.

ProcessStatus.CPUUsage (unsignedint)

The total amount of the CPU, in percent, rounded up to the nearest whole percent. In the case that
multiple CPU are present, this value represents the average of all CPU.

InternetGatewayDevice.
ManagementServer.X_RTK_ConnectionRequestPort
(unsignedlnt)

Bxonsmuit mopt Ay Connection Request. 3nauenue no ymomuanuto 7547.
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Komanabl HacTpoek PPP coenqunenust
Ha3sBanue npoueaypbl Komanna
AxTuBanus uatepdeiica Set =1
Wmst monws3oBaTens Set =1
[Tapons Set =1
Tun coenuHeHus Set = IP_Routed
Nms coequnenus Set =HSI
Taiimep Set =
VYcnoBust ycTaHOBKU Set = AlwaysOn
COCTUHCHHUS
KonnuecTBo nmoBTOpOB Set =5
ornpasku LCP
Wurepsan ornpasku LCP |Set 30
AxtuBarus NAT Set
Br10op npoTokona Set =1

1- IPV4

2 -IPV6

3- IPv4/IPv6
Axrtusarus IGMP Proxy Set

= True
Tekyiiee 3HaueHUE Get
PPPOEACName { string } , {readonly}
Komanabl HacTpoek |IPOE coenunenust
Ha3Banue npouenypbl Komanpa
AxTuBanus uatepdeiica Set =1
Tun coenuHeHus Set =
IP_Routed

Nwms coequnenus Set =HSI
Pexum paboTs Set = DHCP
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Hacrpoiika arp ping Set =30
{ unsignedint}
Hactpoiika arp ping Set =3
{ unsignedint}
Hacrpoiika ARP Ping Set 0
AxtuBarus NAT Set =1
Br16op npotokona Set =1
1- IPV4
2 -IPV6
3- IPv4/IPv6
Axrtupanus IGMP Proxy Set = True

YupasiieHue NpU3HAKOM HHTepdelca

Set
Set

Kondurypanus
MpHU3HAKA
uHTepdeiica

[TpusHaku untepdeiica 1 6ut —

Internet

2 6ut — TR-069

3 6ur — VolIP

B urore popmupyercs DEC uncno, nanpumep s Internet+ TR+VoIP npusnak unrepdetica = 111 wnnm 7

Ecnu Bropoit out (TR069) Bo Bcex coenunenusx pasex 0, To BcTpoeHHbIN KiaueHT TR069 paGoraer uepe3 coequHeHNEe, TOMEUEHHOE KaK
MapmpyT o ymondanuto. [Toap3oBarens admin He MOXKET CO3/1aBaTh/PeIaKTUPOBATH COCIMHEHUE, Y KOTOPOTO 3TOT OUT paBeH «1». I1o
YMOJTYaHHIO U TIPY CO3JIAHUH COCAMHEHUS OUT paBeH «0».

Ecnu tpertuit 6ut (VolP) Bo Bcex coeaunenusix paseH 0, To BcTpoeHHbIN KiaueHT FXS paboTaeT uepes coeanHeHne, TOMEUEHHOE KaK MapIIpyT
no ymonuanuio. [lonb3oBarens admin He MOKET CO3/1aBaTh/peAaKTUPOBATH COEAMHEHHE, Y KOTOPOTO ATOT OUT paBeH «1». [lo ymonuanuto u npu
CO3JIaHUM COETUHEHUsI OUT paBeH «0».

Yupaiaenne DHCP onuusimu. Bee onuun, koropble 3anpamuBaiortcsi/nepeaatces Ha IPOE no/ukHbI ObITH B 3TOM epeBe.
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InternetGatewayDevice.WANDevice.{i}. WANConnectionDevice.{i}. WANIPConnection.{i}. DHCPClient. SentDHCPOption.{i}. |object W |Each instance of this object represents a DHCP option that MUST, if - 1.4

enabled, be sent in DHCP client requests. All sent DHCP options
MUST be listed.

At most one entry in this table (regardless of whether or not it is
enabled) can exist with a given value for Alias. On creation of a new
table entry, the CPE MUST choose an initial value for Alias such that
the new entry does not conflict with any existing entries.

At most one enabled entry in this table can exist with a given value

for Tag.
Enable boolean W Enables or disables this SentDHCPOption table entry. false |1.4
Alias string(64) W | A non-volatile handle used to reference this instance. Alias provides a - 1.9

mechanism for an ACS to label this instance for future reference.

If the CPE supports the Alias-based Addressing feature as defined in
[Section 3.6.1/TR-069a4] and described in [Appendix II/TR-069a4], the
following mandatory constraints MUST be enforced:

Its value MUST NOT be empty.

Its value MUST start with a letter.

If its value is not assigned by the ACS, it MUST start with a
"cpe-" prefix.

e  The CPE MUST NOT change the parameter value.

Tag unsignedint- |W |Option tag as defined in RFC 2132 [REC2132]. - 1.4
[1:254]

Value base64(255) |W |Base64 encoded option value. <Empty> (1.4

InternetGatewayDevice. WANDevice. {i}. WANConnectionDevice {i}. WANIPConnection.{i}. DHCPClient. ReqDHCPOption.{i}. |object W |Each instance of this object represents a DHCP option that MUST, if - 1.4

enabled, be requested in DHCP client requests. All requested DHCP
options MUST be listed.

At most one entry in this table (regardless of whether or not it is
enabled) can exist with a given value for Alias. On creation of a new
table entry, the CPE MUST choose an initial value for Alias such that
the new entry does not conflict with any existing entries.

At most one enabled entry in this table can exist with a given value
for Tag.
Enable boolean W |Enables or disables this ReqDHCPOption table entry. false |14
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Alias string(64) W |A non-volatile handle used to reference this instance. Alias provides a - 1.9

mechanism for an ACS to label this instance for future reference.

If the CPE supports the Alias-based Addressing feature as defined in
[Section 3.6.1/TR-069a4] and described in [Appendix II/TR-069a4], the
following mandatory constraints MUST be enforced:

Its value MUST NOT be empty.
Its value MUST start with a letter.

e  |fits value is not assigned by the ACS, it MUST start with a
"cpe-" prefix.

e The CPE MUST NOT change the parameter value.

Order unsignedint- |W |Position of the option in the DHCP client request. A value of 1 indicates - 14
[1:] the first entry.

When this value is modified, if the value matches that of an existing
entry, the Order value for the existing entry and all lower Order entries
is incremented to ensure uniqgueness of this value. A deletion causes
Order values to be compacted. When a value is changed, incrementing
occurs before compaction.

The value on creation of a ReqDHCPOption table entry MUST be one
greater than the largest current value.

Tag unsignedint- |W |Option tag as defined in RFC 2132 [REC2132]. - 1.4
[1:254]
Value base64(255) | - |Base64 encoded most recently received DHCP option value. <Empty>|1.4

If no option value has been received, then the value MUST represent
an empty string.

Received DHCP option values MAY, but need not, persist across CPE
reboots.

Yupajenue NTP
Ha3Banue npoueaypsbl Komanna
Set = pool.ntp.org
Kondurypauus NTP Set = +04:00
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Set =True

[Momyuenue cratyca NTP Get Status

Tekyiiee Bpemst Get CurrentLocalTime

YnpasJieHue npoo

pocoM mopToB PortMapping

Ha3Banue npouenypsbl

Komanaa

Kongurypauus
PortMapping

Add object

Set

=True

Set

Set

=0.0.0.0

Set

= XXXX

Set

= XXXX

Set

= XXXX

Set

= TCP nnu UDP

Set

= XX XX.XX.XX

Set

=Description_PM1

YrnpaBJjeHue napoJieM aIMHUHHCTPATOpa

Ha3Banue npoueaypsbl

Komanna
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Cwmena naposist
aJIMUHUCTPATOPA

Set

=<new_admin_password>

YnpasJieHue 0ecipoBOAHBIM HHTepdeiicom

HasBanue npoueaypbl Komanna
Brikmtouenue Set =False
OeCTpOBOAHOTO
uHTepdeiica
Bxirouenue Set =True
OeCIIPOBOAHOTO
uHTepdeiica
N3menenune SSID Set* ”=<NewSSIDName>
N3menenue kanana Set“ =<NewChannel>
N3menenus cranmapra (a, Set“ =“ac”
b, g (b and g clients
supported), g-only (only g
clients supported). N. ac)
M3meHneHnune cuibpl cUrHaia Set ”=100
N3menenne Set“ » =« RU”
RegulatoryDomain Set*« »=“CN”
Bxirouenue Set ”=True
yHKIHOHANA 3Havenue 1mo ymoauanuio = false (BeikiroueHo)
802.11R

YcranoBka WPA?2

Ha3sBanue npouenypbl

|

Komanna
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InternetGatewayDevice.LANDevice.{i}.WLANConfiguration.{j}.Enable=true
InternetGatewayDevice.LANDevice.{i}.WLANConfiguration.{j}.RadioEnabled = True
InternetGatewayDevice.LANDevice.{i}.WLANConfiguration.{j}.BeaconType = 11i

InternetGatewayDevice.LANDevice.{i}.WLANConfiguration.{j}.Channel = <unsignedint>
InternetGatewayDevice.LANDevice.{i}.WLANConfiguration.{j}.IEEE11iEncryptionModes = AESEncryption
InternetGatewayDevice.LANDevice.{i}.WLANConfiguration.{j}.IEEE11iAuthenticationMode = PSKAuthentication

InternetGatewayDevice.LANDevice.{i}.WLANConfiguration.{j}.PreSharedKey .{k}.KeyPassphrase = <string>*
InternetGatewayDevice.LANDevice.{i}.WLANConfiguration.{j}.PreSharedKey .{k}.PreSharedKey =< hexadecimal string>
*0OnNuUUOoHaNbHO

Yceranoska WPA

Ha3Banue npoueaypst

Komannga

InternetGatewayDevice.LANDevice.{i}.WLANConfiguration.{j}.RadioEnabled = True
InternetGatewayDevice.LANDevice.{i}.WLANConfiguration.{j}.Channel = <unsignedint>
InternetGatewayDevice.LANDevice.{i}.WLANConfiguration.{j}.WPAEncryptionModes = AESEncryption
InternetGatewayDevice.LANDevice.{i}.WLANConfiguration.{j}.WPAAuthenticationMode = PSKAuthentication
InternetGatewayDevice.LANDevice.{i}.WLANConfiguration.{j}.PreSharedKey .{k}.KeyPassphrase = <string>*
InternetGatewayDevice.LANDevice.{i}.WLANConfiguration.{j}.PreSharedKey .{k}.PreSharedKey =< hexadecimal string>
*OnuUMOoHaNbHO

Yceranoska WPA+WPA2

HasBanue npoueaypbl

Komanna
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InternetGatewayDevice.LANDevice.{i}.WLANConfiguration.{j}.Enable = true
InternetGatewayDevice.LANDevice.{i}.WLANConfiguration.{j}.RadioEnabled = True
InternetGatewayDevice.LANDevice.{i}.WLANConfiguration.{j}.BeaconType = WPAand11i
InternetGatewayDevice.LANDevice.{i}.WLANConfiguration.{j}.Channel = <unsignedint>
InternetGatewayDevice.LANDevice.{i}.WLANConfiguration.{j}.IEEE11iEncryptionModes = AESEncryption
InternetGatewayDevice.LANDevice.{i}.WLANConfiguration.{j}.|IEEE11liAuthenticationMode = PSKAuthentication
InternetGatewayDevice.LANDevice.{i}.WLANConfiguration.{j}.PreSharedKey.{k}.KeyPassphrase = <string>*
InternetGatewayDevice.LANDevice.{i}.WLANConfiguration.{j}.PreSharedKey .{k}.PreSharedKey= < hexadecimal string>
*0OnNuUUOoHaNbHO

Yceranoska WPA3

Ha3Banue npoueaypsi

Komanaa

InternetGatewayDevice.LANDevice.{i}.WLANConfiguration.{j}.Enable=true
InternetGatewayDevice.LANDevice.{i}.WLANConfiguration.{j}.RadioEnabled = True
InternetGatewayDevice.LANDevice.{i}.WLANConfiguration.{j}.BeaconType = WPA3

InternetGatewayDevice.LANDevice.{i}.WLANConfiguration.{j}.Channel = <unsignedint>
InternetGatewayDevice.LANDevice.{i}.WLANConfiguration.{j}.|IEEE11iEncryptionModes = AESEncryption
InternetGatewayDevice.LANDevice.{i}.WLANConfiguration.{j}.IEEE11iAuthenticationMode = PSKAuthentication

InternetGatewayDevice.LANDevice.{i}.WLANConfiguration.{j}.PreSharedKey .{k}.KeyPassphrase = <string>*
InternetGatewayDevice.LANDevice.{i}.WLANConfiguration.{j}.PreSharedKey .{k}.PreSharedKey =< hexadecimal string>
*0OnuUMoHaNbHO

Yceranoska WPA2+WPA3 mixed

HasBanue npoueaypbl

Komanna
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InternetGatewayDevice.LANDevice.{i}.WLANConfiguration.{j}.Enable = true
InternetGatewayDevice.LANDevice.{i}.WLANConfiguration.{j}.RadioEnabled = True
InternetGatewayDevice.LANDevice.{i}.WLANConfiguration.{j}.BeaconType = WPA3and11i
InternetGatewayDevice.LANDevice.{i}.WLANConfiguration.{j}.Channel = <unsignedint>
InternetGatewayDevice.LANDevice.{i}.WLANConfiguration.{j}.IEEE11iEncryptionModes = AESEncryption
InternetGatewayDevice.LANDevice.{i}.WLANConfiguration.{j}.|IEEE11liAuthenticationMode = PSKAuthentication
InternetGatewayDevice.LANDevice.{i}.WLANConfiguration.{j}.PreSharedKey.{k}.KeyPassphrase = <string>*
InternetGatewayDevice.LANDevice.{i}.WLANConfiguration.{j}.PreSharedKey .{k}.PreSharedKey= < hexadecimal string>
*0OnNuUUOoHaNbHO

Yupasaenue AutoChannel
HazBanue npoueaypsl Komanna
Bxurouenne AutoChannel | Set =True
VYcraHoBKa HHTEpBaa Set =600
JUIsl TIepeBbIOOpa
YupaBJjieHue IPHOPHUTE3ALHEH
Ha3sBanue npouenypbl Komanna
Hacrpoiiku Q0S Set =True
Set =0
AddObject
Set =<1>
Set =<5050>
Set =<1>
Set =<4>,
Set =True
Set =<DT>
Set =<SP>
Set =<LAN>
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Set =<0>
Set =<-1>
YupasjieHue rojio0coBbIM MO1YJIEM
HasBanue npouenypsl | Komanga
AxruBanus Hactpoiika | AddObject
TOJIOCOBOTO MOJTYJISI AddObject
Hactpotika u Set =1
aktuBanus DigitMap Set =Y XXXXXX/ZKKK
Bxtouenue Set =True
dyHKIMOHATA
«100rel»
Ynpasnenue Set =< unsignedInt-[0:65535]>

¢dynkuuonana «SIP
OPTIONS ping»
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Haszsanue npoueaypsl | Komanga
AddObject
Set =<Domain> Set
=<PORT>
Set =<SERVER>
Set =<SERVER_PORT> Set
Hactpoiika Cepsepa = <SERVER>
perucrpanuu Set = <SERVER_PORT> Set
=<Proxy>
Set =<PROXY_PORT> Set
=<Timer>
Set =<Timer>
N3meHenune 3HaveHus Set = <PayloadType>
napamerpa RFC2833
payload type s
nepenaun DTMF
CUTHAJIOB
AddObject
Set =Enabled
Set =<UserName> Set
=<Password> Set
Hacrpoiika akkayHTa =<Number>
Set <Enabled> Set

Set

=<CallerID> Set
=<FXS PORT>
= <SIP_URI>
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Jupexktusbl npoueaypnsi Download

Ha3nayenue npoueaypsl

Komanga

Oounosienune 110

"Username": "<Mwms noip3oBaTeins™",
"URL": "<nyTb K ¢aitny npommBku>",
"TargetFileName":<ums daiina>"",
"Password": "<ITaposs>",

"FileType™: "1 Firmware Upgrade Image",
"FileSize": <pasmep (aiina B OaiiTax>,
"DelaySeconds™: 0,

"CommandKey": <yHukagbHOE 3HaucHHE>",
"DelaySeconds™: 0

Bo3moxHo o6HOBIIeHHME 10 TipoTokosiaM HTTP/FTP ¢ yka3anuem aBropr3anuu

OOHoBnIEHME
KOH(UTypanuu

"Username": "<Mwms noJyip3oBaTens>",
"URL": "<nyts Kk ¢aitny npommsku>",
"TargetFileName":<ums ¢aitna>"",
"Password": "<ITapomnb>",

"FileType™: "3 Vendor Configuration File™",
"FileSize": <pa3mep o¢aiina B Oaiitax>,
"DelaySeconds™: 0,

"CommandKey": <yHukanbHOE 3HaueHHE™>",
"DelaySeconds™: 0

Bo3moskHo o6HOBIIeHHME 1o ipoTokosiaM HTTP/FTP ¢ yka3anuem aBTopr3anuu
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JupexTusbl npoueaypni Upload

Ha3nayenue npoueaypsl

Komanga

3arpy3ka KoHpUTypauu Ha
cepBep

"Username": "<Mwms noip3oBaTeins™",
"URL": "<myTb K ¢aitny npommBku>",
"TargetFileName":<ums daiina>"",
"Password": "<ITaposs>",

"FileType™: "1 Vendor Configuration File",
"DelaySeconds™: 0,

"CommandKey": <ynukaipHOE 3HaUCHHE™>",
"DelaySeconds™: 0

Bo3moxuOo 06HOBIEeHHE 110 TipoTokonam HTTP/FTP ¢ ykazaHuem aBropu3aiuu

OOHoOBEHME
KOH(pUTypaluu

"Username": "<Mwms nomab3oBaTens™>",
"URL": "<nyTs K ¢aitny npommBku>",
"TargetFileName":<ums daiina>"",
"Password": "<ITapoxp>",

"FileType™: "3 Vendor Configuration File™",
"FileSize": <pa3mep (aiina B OaiiTax>,
"DelaySeconds™: 0,

"CommandKey": <yHukagbHOE 3HaUCHHE>",
"DelaySeconds": 0

Bo3moxHo o6HOBNeHME 10 ipoTokosiam HTTP/FTP ¢ ykasanuem aBropuzanuu
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Kondurypamus TR-098 VLAN u 6pumkeit GPON/FTTB

TpedoBanue k coorBerctBui0 LAN mopton

duznyecku MopT T0JHKEH OBITH MPHUBS3aH K cooTBeTcTBYIoNIEM | R069 mapamerpy, 1aHHBIE TapaMeTphl He JOKHBI U3MEHSATHCS ITOCTIE TIepe3arpy3Ki Win
n00aBIICHHS, I3MEHEHUST OpPUKEBBIX TPYIIT

Hcnonb30BaHne BEHIOPHBIX TAPAMETPOB 3aIIPELLIEHO

Du3nvecKuii mopT TR-069 napamertp

LAN1 (eth0) InternetGatewayDevice.LANDevice.1.LANEthernetinterfaceConfig.1.
LAN2 (ethl) InternetGatewayDevice.LANDevice.1.LANEthernetinterfaceConfig.2.
LAN3 (eth2) InternetGatewayDevice.LANDevice.1.LANEthernetinterfaceConfig.3.
LAN4 (eth3) InternetGatewayDevice.LANDevice.1.LANEthernetinterfaceConfig.4.

TpebdoBanue k coorBercTtBuio SSID nopros

Kaxnpiit SSID nomxen 6b1Th IpUBs3aH K cooTBeTCTBYOMEM | RO69 mapamerpy, faHHbIE TapaMeTPhl HE T0JDKHBI H3MEHATHCS TIOCIIe Tepe3arpy3ku Win
T00aBIICHHSI, I3MEHEHUST OPHUKEBBIX TPYIIIT

Hcnonb30BaHre BEHIOPHBIX MTapaMETPOB 3aMPELIEHO

SSID

SSID1 InternetGatewayDevice.LANDevice.1.WLANConfiguration.1.
SSID2 InternetGatewayDevice.LANDevice.1. WLANConfiguration.2.
SSID3 InternetGatewayDevice.LANDevice.1. WLANConfiguration.3.
SSID4 InternetGatewayDevice.LANDevice.1. WLANConfiguration.4.
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1. Kondurypanus opumka ais ycayru uarepuet (PPPoOE) moptet LANL, LAN2 u SSID1

Crnenudukarnms

VYenyra WNurepner
Nwms 6pumxa HSI

Tur coennHeHus PPPoE
VLAN ID 23

LAN noptst LAN1, LAN2
WLAN SSID1

EthernetPriorityMark 1

1. Cosznanue Bridge
Bpumke cozmaeTcs TOJIBKO B Cllydae OTCYTCTBHS cyliecTByromiero opumka st VLAN 23, nHaue ncmoib3yeTcs CyIecTBYOIUi
1. AddObiject:
InternetGatewayDevice.Layer2Bridging.Bridge.
C03;1aeTc;1 HOBas MHCTAHI WA C HOMCPOM A

2. SetParameterValues:
InternetGatewayDevice.Layer2Bridging.Bridge.{A}.VLANID =23
InternetGatewayDevice.Layer2Bridging.Bridge.{A}.BridgeEnable
=1
InternetGatewayDevice.Layer2Bridging.Bridge.{A}.BridgeName =
"HSI"
InternetGatewayDevice.Layer2Bridging.Bridge.{A}.BridgeStandar
d="802.1Q"

3. GetParameterValues
InternetGatewayDevice.Layer2Bridging.Bridge.{A}.BridgeKey Ha
JaHHBIH TapameTp OyayT cebutathes Filter u Marking. anbiie
OyzeM ero 3HaucHHe Ha3bIBaTh BridgeKey
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2. Cosznanue PPPOE coenuuenus

Wiercs ucnions3yemoe s kanana ynpasienus InternetGatewayDevice. WANDevice.{i}.WANConnectionDevice.{i}. u co3naercs ecnu
HeoO6xoaumMo HoBoe PPPOE coennnenune

1.

2.

AddObject InternetGatewayDevice.WANDevice.{i}.WANConnectionDevice.{i}.WANPPPConnection. Co3zaaercst HoBast HHCTaHIIHS C
HoMepoMm B

SetParameterValues InternetGatewayDevice. WANDevice.{i}.WANConnectionDevice.{i}.WANPPPConnection.{B}.Enable = True

InternetGatewayDevice.WANDevice.{i}.WANConnectionDevice.{i}. WANPPPConnection.{B}.Name = HSI
InternetGatewayDevice. WANDevice.{i}.WANConnectionDevice.{i}.WANPPPConnection.{B}.Username = (login)
InternetGatewayDevice. WANDevice.{i}.WANConnectionDevice.{i}.WANPPPConnection.{B}.Password = (password)
InternetGatewayDevice. WANDevice.{i}.WANConnectionDevice.{i}.WANPPPConnection.{B}.PPPLCPEchoRetry = 5
InternetGatewayDevice.WANDevice.{i}.WANConnectionDevice.{i}. WANPPPConnection.{B}.PPPLCPEcho = 30
InternetGatewayDevice. WANDevice.{i}.WANConnectionDevice.{i}. WANPPPConnection.{B}.IdleDisconnectTime = 120
InternetGatewayDevice.WANDevice.{i}.WANConnectionDevice.{i}.WANPPPConnection.{B}.ConnectionTrigger = AlwaysOn niu

OnDemand InternetGatewayDevice. WANDevice.{i}.WANConnectionDevice.{i}. WANPPPConnection.{B}.ConnectionType =
IP_Routed InternetGatewayDevice. WANDevice.{i}.WANConnectionDevice.{i}.WANPPPConnection.{B}.X_RTK_ServiceType =1
InternetGatewayDevice. WANDevice.{i}.WANConnectionDevice.{i}. WANPPPConnection.{B}.X_RTK_IGMPProxy = True
InternetGatewayDevice. WANDevice.{i}.WANConnectionDevice.{i}.WANPPPConnection.{B}.NATEnabled =1

3. TlomyueHune qOCTYITHBIX HHTEP(EHCOB

1.

GetParameterValues
InternetGatewayDevice.Layer2Bridging.AvailableInterface.

I[aHHLIfI METO/J BO3BpaIIACT CIIMCOK JOCTYITHBIX PIHTCp(I)CfICOB, KakK (I)I/ISI/I‘ICCKI/IX, TaK U JIOTHYCCKHUX
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IIpumep oTBeTAa:
InternetGatewayDevice.Layer2Bridging.Availablelnterface.1.AvailableInterfaceKey : 1

InternetGatewayDevice.Layer2Bridging.Availablelnterface.l.InterfaceReference
LANDevice.1.LANEthernetinterfaceConfig.1
InternetGatewayDevice.Layer2Bridging.AvailableInterface.l.InterfaceType : LANInterface
InternetGatewayDevice.Layer2Bridging.Availablelnterface.10.AvailableInterfaceKey : 10
InternetGatewayDevice.Layer2Bridging.Availableinterface.10.InterfaceReference
InternetGatewayDevice. WANDevice.1. WANConnectionDevice.1
InternetGatewayDevice.Layer2Bridging.AvailableInterface.10.InterfaceType : WANInterface
InternetGatewayDevice.Layer2Bridging.Availablelnterface.11.AvailableInterfaceKey : 11

ACS coxpansiet cootBeTcTBHE Mex 1y TR069 mapamerpom (LANDevice.1.LANEthernetinterfaceConfig.1) u AvailablelnterfaceKey (1)
Ha nannbrit mapametp Oyayt cebuiatbes Filter u Marking. B
JanpHeHeM Mbl ero Oynem HasbiBath INnterfaceKey

4. Coznanue Filter 1t WAN unrepdeiica (WANConnectionDevice)

1. AddObject
InternetGatewayDevice.Layer2Bridging.Filter.

2. SetParameterValues InternetGatewayDevice.Layer2Bridging.Filter.{i}.FilterBridgeReference =
BridgeKey InternetGatewayDevice.Layer2Bridging.Filter.{i}.Filterinterface = InterfaceKey (
InternetGatewayDevice.WANDevice.{i}.WANConnectionDevice.{i})
InternetGatewayDevice.Layer2Bridging.Filter.{i}.FilterEnable=True
InternetGatewayDevice.Layer2Bridging.Filter.{i}.VLANIDFilter=-1
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InternetGatewayDevice.Layer2Bridging.Filter.{i}.AdmitOnlyVLANTagged = False

5. Cosnanwue Filter ;s WANPPPConnection uatepdetica
(InternetGatewayDevice. WANDevice.{i}.WANConnectionDevice.{i}. WANPPPConnection.{B})
1. AddObject
InternetGatewayDevice.Layer2Bridging.Filter.
2. SetParameterValues InternetGatewayDevice.Layer2Bridging.Filter.{i}.FilterBridgeReference =
BridgeKey InternetGatewayDevice.Layer2Bridging.Filter.{i}.FilterInterface

= InterfaceKey (InternetGatewayDevice.WANDevice.{i}.WANConnectionDevice.{i}.WANPPPConnection.{B})

InternetGatewayDevice.Layer2Bridging.Filter.{i}.FilterEnable=True InternetGatewayDevice.Layer2Bridging.Filter.{i}.\VLANIDFilter=-
1 InternetGatewayDevice.Layer2Bridging.Filter.{i}.AdmitOnlyVLANTagged = False

6. Coszmanmne Marking mist WAN unrepdeiica (WANConnectionDevice)

1. AddObject
InternetGatewayDevice.Layer2Bridging.Marking.

2. SetParameterValues InternetGatewayDevice.Layer2Bridging.Marking.{j}.MarkingBridgeReference =
BridgeKey InternetGatewayDevice.Layer2Bridging.Marking.{j}.MarkingInterface = InterfaceKey (
InternetGatewayDevice. WANDevice.{i}.WANConnectionDevice.{i})
InternetGatewayDevice.Layer2Bridging.Marking.{j}.MarkingEnable=True
InternetGatewayDevice.Layer2Bridging.Marking.{j}.EthernetPriorityMark =1
InternetGatewayDevice.Layer2Bridging.Marking.{j}.VLANIDUntag =False
InternetGatewayDevice.Layer2Bridging.Marking.{j}.VLANIDMark =23
InternetGatewayDevice.Layer2Bridging.Marking.{j}.VLANIDMarkOverride = True
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7. Cospmanue Marking s LAN Port 1
Marking co3nmaercst Tosibko B citydae orcyrerust Marking aist LAN nopra 1, nHaue u3MeHseTCs CyIIeCTBYIOMIN I

1. AddObject
InternetGatewayDevice.Layer2Bridging.Marking.

2. SetParameterValues InternetGatewayDevice.Layer2Bridging.Marking.{j}.MarkingBridgeReference =
BridgeKey InternetGatewayDevice.Layer2Bridging.Marking.{j}.Markinginterface
= InterfaceKey (InternetGatewayDevice.LANDevice.1l.LANEthernetinterfaceConfig.1)
InternetGatewayDevice.Layer2Bridging.Marking.{j}.MarkingEnable=True
InternetGatewayDevice.Layer2Bridging.Marking.{j}.EthernetPriorityMark =-1
InternetGatewayDevice.Layer2Bridging.Marking.{j}.VLANIDUntag=True
InternetGatewayDevice.Layer2Bridging.Marking.{j}.VLANIDMark=-1
InternetGatewayDevice.Layer2Bridging.Marking.{j}.VLANIDMarkOverride = False

8. Cosnanue Filter s LAN Port 1
Filter coznaercst Tonbko B ciyuae orcyrersus Filter st LAN nopra 1, nHa4e W3MeHSIeTCs CYIIeCTBYIOMINN
1. AddObject
InternetGatewayDevice.Layer2Bridging.Filter.
2. SetParameterValues InternetGatewayDevice.Layer2Bridging.Filter.{i}.FilterBridgeReference =
BridgeKey InternetGatewayDevice.Layer2Bridging.Filter.{i}.FilterInterface
= InterfaceKey (InternetGatewayDevice.LANDevice.1l.LANEthernetinterfaceConfig.1)

InternetGatewayDevice.Layer2Bridging.Filter.{i}.FilterEnable=True InternetGatewayDevice.Layer2Bridging.Filter.{i}.VLANIDFilter =-
1 InternetGatewayDevice.Layer2Bridging.Filter.{i}.AdmitOnlyVLANTagged = False

9. Cospanne Marking s LAN Port 2, ananornuno kak u aias LAN Port 1
10. Coznanue Filter nis LAN Port 2, ananornuno xak u s LAN Port 1
11. Cozpanne Marking mis SSID1, ananornuno kak u st LAN Port 1
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12. Coznanue Filter nna SSID1, ananornuno xak u aas LAN Port 1
13. Koudurypanust LANIP uurepdeiica
1. SetParameterValues
InternetGatewayDevice.LANDevice.1.LANHostConfigManagement.IPInterface.1.Ena

ble = True
InternetGatewayDevice.LANDevice.1.LANHostConfigManagement.IPInterface.1.IPInterfacelPAddress = 192.168.0.1
InternetGatewayDevice.LANDevice.1.LANHostConfigManagement.IPInterface.1.IPInterfaceAddressingType =  StaticlP

14. Koudwuryparms tokansaoro DHCP

1. InternetGatewayDevice.LANDevice.1.LANHostConfigManagement.DomainName =
HomeLAN
InternetGatewayDevice.LANDevice.1.LANHostConfigManagement. DHCPServerEnable
= True
InternetGatewayDevice.LANDevice.1.LANHostConfigManagement.IPRouters =
192.168.0.1
InternetGatewayDevice.LANDevice.1l.LANHostConfigManagement.SubnetMask =
255.255.255.0
InternetGatewayDevice.LANDevice.1l.LANHostConfigManagement. DNSServers =
192.168.0.1
InternetGatewayDevice.LANDevice.1.LANHostConfigManagement.MinAddress =
192.168.0.2
InternetGatewayDevice.LANDevice.1.LANHostConfigManagement.MaxAddress =
192.168.0.254

15. Coznanue Filter miis LANIPInterface
Filter cosmaercs Tonmbko B citydae orcyrctus Filter nis LANIPInterface, nnaue nuamensieTcst CyIecTBYOIIHI

1. AddObject
InternetGatewayDevice.Layer2Bridging.Filter.

2. SetParameterValues InternetGatewayDevice.Layer2Bridging.Filter.{i}.FilterBridgeReference =
BridgeKey InternetGatewayDevice.Layer2Bridging.Filter.{i}.FilterInterface
= InterfaceKey (InternetGatewayDevice.LANDevice.1l.LANHostConfigManagement.IPInterface.l)
InternetGatewayDevice.Layer2Bridging.Filter.{i}.FilterEnable=True InternetGatewayDevice.Layer2Bridging.Filter.{i}.VLANIDFilter=
-1 InternetGatewayDevice.Layer2Bridging.Filter.{i}.AdmitOnlyVLANTagged = False
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IIpumep BbIBOJA TPYyNNIMPOBKH 00bEKTOB

{'BRIDGE": {'BridgeEnable": 1,

‘BridgeKey'": '2',

‘BridgeName": 'HSI', 'BridgeStandard':

'802.1Q",
"TR69Name":'InternetGatewayDevice.Layer2Bridging.Bridge.2',
'VLANID': 23},

'SUBOBJ": {'FILTERS": [{'AdmitOnlyVLANTagged': 0,
'FilterBridgeReference": 2,
'FilterEnable”: 1,
'FilterInterface":'9’,
'TR69Interface”. 'InternetGatewayDevice. WANDevice.1.WANConnectionDevice.1',
"TR69Name":'InternetGatewayDevice.Layer2Bridging.Filter.11', "VLANIDFilter': -1},
{'AdmitOnlyVLANTagged" 0,
'FilterBridgeReference': 2,
'FilterEnable": 1,
'FilterInterface": '12',
‘TR69Interface:  'InternetGatewayDevice.LANDevice.1.LANHostConfigManagement.IPInterface.1', ' TR69Name':

'InternetGatewayDevice.Layer2Bridging.Filter.13,

'VLANIDFilter": -1},

{'AdmitOnlyVLANTagged'" 0,

'FilterBridgeReference’: 2,

'FilterEnable": 1,

'FilterInterface": '11’,

"TR69Interface: "WANDevice.1.WANConnectionDevice.1.WANPPPConnection.2',

‘TR69Name":'InternetGatewayDevice.Layer2Bridging.Filter.12', "VLANIDFilter": -1},
{'AdmitOnlyVLANTagged'" 0,

'FilterBridgeReference': 2,

'FilterEnable": 1,

'Filterinterface": '1',

'FilterKey': 1, 'FilterStatus': 'Enabled’,

"TR69Interface": 'LANDevice.1.LANEthernetInterfaceConfig.1',
‘TR69Name": 'InternetGatewayDevice.Layer2Bridging.Filter.1",
‘VLANIDFilter": -1},

{'AdmitOnlyVLANTagged" 0,

'FilterBridgeReference’: 2,
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'FilterEnable": 1,
'FilterInterface": '2',

'FilterKey': 2, 'FilterStatus': 'Enabled’,
"TR69Interface":'LANDevice.1.LANEthernetinterfaceConfig.2’,

‘TR69Name":'InternetGatewayDevice.Layer2Bridging.Filter.2',
'VLANIDFilter": -1},

{'AdmitOnlyVLANTagged'" 0,

'FilterBridgeReference”: 2,

'FilterEnable': 1,

'Filterinterface": '5',

'FilterKey': 5, 'FilterStatus': 'Enabled’,
‘TR69Interface”:'LANDevice.1.WLANConfiguration.1', TR69Name":

‘InternetGatewayDevice.Layer2Bridging.Filter.5', "VLANIDFilter': -1}],
'MARKING': [{'"EthernetPriorityMark': -1,

‘MarkingBridgeReference'": 2,

‘MarkingEnable': 1,

‘Markinginterface": "1,

'TR69Interface":'LANDevice.1.LANEthernetinterfaceConfig.1',

‘TR69Name":'InternetGatewayDevice.Layer2Bridging.Marking.3',

'VLANIDMark': -1,
'VLANIDMarkOverride": 0,
'VLANIDUntag": 1},
{'EthernetPriorityMark’: 1,
‘MarkingBridgeReference": 2,
'‘MarkingEnable": 1,
‘MarkingInterface'.'9’,
"TR69Interface”. 'InternetGatewayDevice. WANDevice.1.WANConnectionDevice.1',

"TR69Name':'InternetGatewayDevice.Layer2Bridging.Marking.2',
'VLANIDMark': 23,
'VLANIDMarkOverride": 1,
'VLANIDUntag": 0},
{'EthernetPriorityMark’: -1,
'‘MarkingBridgeReference": 2,
‘MarkingEnable': 1,
‘Markinginterface":'5',
‘TR69Interface”:'LANDevice.1.WLANConfiguration.1', TR69Name":

'InternetGatewayDevice.Layer2Bridging.Marking.5', "'VLANIDMark': -1,
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'VLANIDMarkOverride": 0,

'VLANIDUntag": 1},

{'EthernetPriorityMark’: -1,
'‘MarkingBridgeReference': 2,
'‘MarkingEnable": 1,
'‘MarkinglInterface': 2,
"TR69Interface":'LANDevice.1.LANEthernetinterfaceConfig.2', TR69Name':
'InternetGatewayDevice.Layer2Bridging.Marking.4', 'VLANIDMark': -1,
'VLANIDMarkOverride": 0,
'VLANIDUntag": 1}]}}

2. Konurypauus opumxka nis yeayru IPTV (Bridge) moprer LAN3, LAN4

Crenundukanus

VYcenyra IPTV

Nmst 6puxa IPTV

Tumn coequHeHUs IP_Bridged
VLANID 33

LAN moptet LAN3, LAN4
WLAN -

EthernetPriorityMark 4

1. Cospanue Bridge
Bpumke cozmaeTcs TOJBKO B ClTydae OTCYTCTBHS cymiecTByromiero opumka st VLAN 33, nHadue ncmoib3yeTcs CyIecTBYOIUi
1. AddObiject:
InternetGatewayDevice.Layer2Bridging.Bridge.
CosznaeTcst HOBasi HHCTaHIMS ¢ HOMepoM B

2. SetParameterValues: InternetGatewayDevice.Layer2Bridging.Bridge.{B}.VLANID =33
InternetGatewayDevice.Layer2Bridging.Bridge.{B}.Enable=1
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InternetGatewayDevice.Layer2Bridging.Bridge.{B}.BridgeName ="IPTV"

InternetGatewayDevice.Layer2Bridging.Bridge.{B}.BridgeStandard =
"802.1Q"

3. GetParameterValues
InternetGatewayDevice.Layer2Bridging.Bridge.{B}.BridgeKey Ha

JaHHBIN napameTp OyayT cebuiatbes Filter u Marking. [lanbiie
Oynem ero 3HayeHue Ha3biBaTh BridgeKey

2. Tlony4eHue TOCTYIHBIX HHTEPHENUCOB
1. GetParameterValues
InternetGatewayDevice.Layer2Bridging.AvailableInterface.

JlaHHBII METO/1 BO3BpAIIaeT CIIMCOK TOCTYMHBIX nHTEep(deiicoB Ha
JaHHbI mapameTp OynyT cebuiathes Filter u Marking.
B nanpHeiitem Mbl ero Oyziem HasbiBath InterfaceKey

3. Cosnanwue Filter s WAN unrepdeiica (WANConnectionDevice)

1. AddObiject
InternetGatewayDevice.Layer2Bridging.Filter.
2. SetParameterValues InternetGatewayDevice.Layer2Bridging.Filter.{i}.FilterBridgeReference =

BridgeKey InternetGatewayDevice.Layer2Bridging.Filter.{i}.FilterInterface = InterfaceKey (
InternetGatewayDevice. WANDevice.{i}.WANConnectionDevice.{i})
InternetGatewayDevice.Layer2Bridging.Filter.{i}.FilterEnable=True
InternetGatewayDevice.Layer2Bridging.Filter.{i}.VLANIDFilter=-1

InternetGatewayDevice.Layer2Bridging.Filter.{i}.AdmitOnlyVLANTagged = False
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4. Cozmanue Marking mist WAN untepdeiica (WANConnectionDevice)

1. AddObject

2.

InternetGatewayDevice.Layer2Bridging.Marking.
SetParameterValues InternetGatewayDevice.Layer2Bridging.Marking.{j}.MarkingBridgeReference

BridgeKey InternetGatewayDevice.Layer2Bridging.Marking.{j}.Markinglnterface = InterfaceKey (

InternetGatewayDevice.WANDevice.{i}.WANConnectionDevice.{i})
InternetGatewayDevice.Layer2Bridging.Marking.{j}.MarkingEnable=True
InternetGatewayDevice.Layer2Bridging.Marking.{j}.EthernetPriorityMark =4
InternetGatewayDevice.Layer2Bridging.Marking.{j}.VLANIDUntag=False
InternetGatewayDevice.Layer2Bridging.Marking.{j}.VLANIDMark =33
InternetGatewayDevice.Layer2Bridging.Marking.{j}.VLANIDMarkOverride=True

5. Cosznpanmne Marking mis LAN Port 3

Marking co3nmaercst Tosibko B cirydae orcyrerust Marking asist LAN mopta 3, nHaue U3MEHSIETCS CYIIeCTBYIOIIUI
1.

2.

AddObject
InternetGatewayDevice.Layer2Bridging.Marking.

SetParameterValues InternetGatewayDevice.Layer2Bridging.Marking.{j}.MarkingBridgeReference
BridgeKey InternetGatewayDevice.Layer2Bridging.Marking.{j}.Markinginterface

= InterfaceKey (InternetGatewayDevice.LANDevice.1l.LANEthernetinterfaceConfig.3)
InternetGatewayDevice.Layer2Bridging.Marking.{j}.MarkingEnable=True
InternetGatewayDevice.Layer2Bridging.Marking.{j}.EthernetPriorityMark =-1
InternetGatewayDevice.Layer2Bridging.Marking.{j}.VLANIDUntag=True
InternetGatewayDevice.Layer2Bridging.Marking.{j}.VLANIDMark =-1

InternetGatewayDevice.Layer2Bridging.Marking.{j}.VLANIDMarkOverride = False

6. Cosnanue Filter mst LAN Port 3

Filter cozmaercs Tonbko B cinydae orcyrcrBus Filter mst LAN nopra 1, nHaue u3MeHsAeTCs CYIIeCTBYOIIUN
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1. AddObject
InternetGatewayDevice.Layer2Bridging.Filter.
2. SetParameterValues InternetGatewayDevice.Layer2Bridging.Filter.{i}.FilterBridgeReference =
BridgeKey InternetGatewayDevice.Layer2Bridging.Filter.{i}.FilterInterface
= InterfaceKey (InternetGatewayDevice.LANDevice.1l.LANEthernetinterfaceConfig.3)
InternetGatewayDevice.Layer2Bridging.Filter.{i}.FilterEnable=True InternetGatewayDevice.Layer2Bridging.Filter.{i}.VLANIDFilter=-
1 InternetGatewayDevice.Layer2Bridging.Filter.{i}.AdmitOnlyVLANTagged = False
7. Cosnmanune Marking st LAN Port 4, ananornyno kak u jaiast LAN Port 3.
8. Cosnanue Filter mist LAN Port 4, ananoruuno kak u mist LAN Port 3.

IIpumep BbIBOAA IPYNNIMPOBKH 00bEKTOB
{'BRIDGE": {'BridgeEnable" 1,
'‘BridgeKey': 2", 'BridgeName":
'IPTV', 'BridgeStandard":'802.1Q",
'TR69Name":'InternetGatewayDevice.Layer2Bridging.Bridge.2',
‘VLANID'": 33},
'SUBOBJ": {'FILTERS': [{{AdmitOnlyVLANTagged" 0,
'FilterBridgeReference': 2,
'FilterEnable": 1,
'FilterInterface: '9',
‘TR69Interface”: 'InternetGatewayDevice. WANDevice.1l. WANConnectionDevice.1',
"TR69Name':'InternetGatewayDevice.Layer2Bridging.Filter.11', "'VLANIDFilter': -1},
{'AdmitOnlyVLANTagged": 0,
'FilterBridgeReference": 2,
'FilterEnable": 1,
'FilterInterface": '3,
'FilterKey': 3, 'FilterStatus":
‘Enabled,
"TR69Interface”:'LANDevice.1.LANEthernetinterfaceConfig.3',
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"TR69Name':'InternetGatewayDevice.Layer2Bridging.Filter.3', "VLANIDFilter': -1},
{’AdmitOnlyVLANTagged" 0,

‘FilterBridgeReference': 2,

'FilterEnable": 1,

'FilterInterface": '4',

'FilterKey': 4, 'FilterStatus'

‘Enabled’,
"TR69Interface": 'LANDevice.1l.LANEthernetinterfaceConfig.4',
‘TR69Name": 'InternetGatewayDevice.Layer2Bridging.Filter.4',

‘VLANIDFilter': -1}],
'MARKING': [{'EthernetPriorityMark’: -1,
'‘MarkingBridgeReference': 2,
'‘MarkingEnable": 1,
'‘MarkinglInterface': '3,
"TR69Interface":'LANDevice.1.LANEthernetinterfaceConfig.3',
"TR69Name'":'InternetGatewayDevice.Layer2Bridging.Marking.3',
'VLANIDMark': -1,
'VLANIDMarkOverride": 0,
'VLANIDUntag": 1},
{'EthernetPriorityMark’: 4,
'‘MarkingBridgeReference': 2,
'‘MarkingEnable": 1,
'‘MarkingInterface'.'9',
‘TR69Interface”: 'InternetGatewayDevice. WANDevice.1l. WANConnectionDevice.1',
"TR69Name':"'InternetGatewayDevice.Layer2Bridging.Marking.2','’VLANIDMark': 33,
'VLANIDMarkOverride": 1,
'VLANIDUntag'": 0},
{'EthernetPriorityMark’: -1,
'‘MarkingBridgeReference': 2,
'‘MarkingEnable": 1,
'‘MarkinglInterface': '4',
"TR69Interface”:'LANDevice.1.LANEthernetinterfaceConfig.4',
"TR69Name''InternetGatewayDevice.Layer2Bridging.Marking.4',
VLANIDMark': -1,
'VLANIDMarkOverride": 0,
‘VLANIDUntag": 1}1}}
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3. Kondurypauus 6pumka nias yeayru VOIP (IPoE)

Crenudukanus

Ycnyra VOIP

Nwms 6pumxa VOIP

Tum coeqnuHeHUs IPOE (DHCP, ommus 60: VOIP_TEST)
VLAN ID 30

LAN noptbt -

WLAN -

EthernetPriorityMark 7

Hpumeuanue: 6 0anHom npumepe paccmampusaemces moavko cozoanue |P_uumepdeiica, 6e3 nacmpoex SIP.

1. Coznmanue_=B5 Bridge
Bpumke cozmaeTcs TONBKO B cllydae OTCYyTCTBUA cymiecTBytoriero opumka ans VLAN 30, nHaue ucmonib3yercs CyIecTBYOUit

1. AddObiject:
InternetGatewayDevice.Layer2Bridging.Bridge.
COSI(&CTCH HOBas MHCTAHI WA C HOMCPOM C

2. SetParameterValues:
InternetGatewayDevice.Layer2Bridging.Bridge.{C}.VLANID =30
InternetGatewayDevice.Layer2Bridging.Bridge.{C}.Enable=1
InternetGatewayDevice.Layer2Bridging.Bridge.{C}.BridgeName =
"VOIP"
InternetGatewayDevice.Layer2Bridging.Bridge.{C}.BridgeStandar
d="802.1Q"

3. GetParameterValues
InternetGatewayDevice.Layer2Bridging.Bridge.{C}.BridgeKey Ha
JOaHHBIN napameTp OynyT cebuiatbes Filter u Marking.
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Janbie Oyaem ero 3HaueHue Ha3biBaTh BridgeKey

2. Cosnanue IPOE coenqunenus

Wiercs ucnons3yemoe s kanana ynpasienus InternetGatewayDevice. WANDevice.{i}.WANConnectionDevice.{i}. u coznaercs eciu
HeobOxoauMo HoBoe |IPOE coennnenue

1. AddObject

InternetGatewayDevice. WANDevice.{i}.WANConnectionDevice.{i}.WA
NIPConnection. Co3zngaercst HOBast HHCTaHIUS ¢ HOMepoM D

2. SetParameterValues InternetGatewayDevice. WANDevice.{i}.WANConnectionDevice.{i}.WANIPConnection.{D}.Enable = True
InternetGatewayDevice. WANDevice.{i}.WANConnectionDevice.{i}. WANIPConnection.{D}.Name = VOIP
InternetGatewayDevice.WANDevice.{i}.WANConnectionDevice.{i}. WANIPConnection.{D}.AddressingType = DHCP
InternetGatewayDevice. WANDevice.{i}.WANConnectionDevice.{i}.WANIPConnection.{D}.ConnectionType = IP_Routed

InternetGatewayDevice. WANDevice.{i}.WANConnectionDevice.{i}.WANIPConnection.{D}.X_RTK_ServiceType =4

3. Kouduryparms ommuii st DHCP kinenta (ommus 60)
1. AddObject

InternetGatewayDevice. WANDevice.{i}.WANConnectionDevice.{i}.WANIPConnection.{D}.DHCPClie
nt.SentDHCPOption. Co3smaercs HOBast HHCTaHIUS ¢ HOMepoM E
2. SetParameterValues

InternetGatewayDevice. WANDevice.{i}.WANConnectionDevice.{i}.WANIPConnection.{D}.DHCPClient.SentDHCPOptio n.{E}.Enable =
True InternetGatewayDevice. WANDevice.{i}.WANConnectionDevice.{i}.WANIPConnection.{D}.DHCPClient.SentDHCPOptio n.{E}.Tag

= 60 InternetGatewayDevice.WANDevice.{i}.WANConnectionDevice.{i}.WANIPConnection.{D}.DHCPClient.SentDHCPOptio
n.{E}.Value = Base64("VOIP_TEST")

4. TlomydeHne JOCTYITHBIX HHTEP(ENHCOB
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1. GetParameterValues
InternetGatewayDevice.Layer2Bridging.Availablelnterface.

JlaHHBIH METO]T BO3BpAIIaeT CIIMCOK TOCTYIMHBIX HHTepdeiicoB Ha
JaHHBIA napameTp OyayT cebutatbes Filter u Marking.
B nanbHeiiem Mel ero Oyaem HasbiBaTh InterfaceKey

5. Cosnanue Filter s WAN unrepdeiica (WANConnectionDevice)

1. AddObject
InternetGatewayDevice.Layer2Bridging.Filter.

2. SetParameterValues InternetGatewayDevice.Layer2Bridging.Filter.{i}.FilterBridgeReference =
BridgeKey InternetGatewayDevice.Layer2Bridging.Filter.{i}.Filterinterface = InterfaceKey (
InternetGatewayDevice.WANDevice.{i}.WANConnectionDevice.{i})
InternetGatewayDevice.Layer2Bridging.Filter.{i}.FilterEnable =True
InternetGatewayDevice.Layer2Bridging.Filter.{i}.VLANIDFilter=-1
InternetGatewayDevice.Layer2Bridging.Filter.{i}.AdmitOnlyVLANTagged = False

6. Cosznanwue Filter 1ot WANIPConnection unrepdeiica
(InternetGatewayDevice. WANDevice.{i}.WANConnectionDevice.{i}.WANIPConnection.{D}.)
1. AddObject
InternetGatewayDevice.Layer2Bridging.Filter.
2. SetParameterValues InternetGatewayDevice.Layer2Bridging.Filter.{i}.FilterBridgeReference =
BridgeKey InternetGatewayDevice.Layer2Bridging.Filter.{i}.FilterInterface
= InterfaceKey (InternetGatewayDevice. WANDevice.{i}.\WWANConnectionDevice.{i}.WANIPConnection.{D})
InternetGatewayDevice.Layer2Bridging.Filter.{i}.FilterEnable =True
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InternetGatewayDevice.Layer2Bridging.Filter.{i}.VLANIDFilter=-1
InternetGatewayDevice.Layer2Bridging.Filter.{i}.AdmitOnlyVLANTagged = False

7. Cospanue Marking nius WAN untepdeiica (WANConnectionDevice)

1. AddObject
InternetGatewayDevice.Layer2Bridging.Marking.

2. SetParameterValues InternetGatewayDevice.Layer2Bridging.Marking.{j}.MarkingBridgeReference =
BridgeKey InternetGatewayDevice.Layer2Bridging.Marking.{j}.MarkinglInterface = InterfaceKey (
InternetGatewayDevice.WANDevice.{i}.WANConnectionDevice.{i})
InternetGatewayDevice.Layer2Bridging.Marking.{j}.MarkingEnable=True
InternetGatewayDevice.Layer2Bridging.Marking.{j}.EthernetPriorityMark =7
InternetGatewayDevice.Layer2Bridging.Marking.{j}.VLANIDUntag=False
InternetGatewayDevice.Layer2Bridging.Marking.{j}.VLANIDMark =30
InternetGatewayDevice.Layer2Bridging.Marking.{j}.VLANIDMarkOverride = True

IIpumep BbIBOJA rPYyNNMPOBKH 00bEKTOB

{'BRIDGE": {'BridgeEnable" 1,
'‘BridgeKey': '2', '‘BridgeName":
'VOIP', 'BridgeStandard': '802.1Q",
"TR69Name":'InternetGatewayDevice.Layer2Bridging.Bridge.2',
'VLANID": 30},
'SUBOBJ": {'FILTERS": [{'AdmitOnlyVLANTagged" O,
'FilterBridgeReference': 2,
'FilterEnable: 1,
'FilterInterface”: '13',
"TR69Interface’: "WANDevice.1.WANConnectionDevice.1. WANIPConnection.2', ' TR69Name":

'InternetGatewayDevice.Layer2Bridging.Filter.11', 'VLANIDFilter": -1},
{'AdmitOnlyVLANTagged" 0,
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'FilterBridgeReference': 2,

'FilterEnable": 1,

'FilterInterface":. '9’,

‘TR69Interface”: 'InternetGatewayDevice. WANDevice.1.WANConnectionDevice.1',

"TR69Name":'InternetGatewayDevice.Layer2Bridging.Filter.12', 'VLANIDFilter": -1}],
'MARKING': [{'"EthernetPriorityMark: 7,

'‘MarkingBridgeReference': 2,

'‘MarkingEnable": 1,

'‘MarkinglInterface": '9',

‘TR69Interface”: 'InternetGatewayDevice. WANDevice.1.WANConnectionDevice.1',

"TR69Name':'InternetGatewayDevice.Layer2Bridging.Marking.2',"'VLANIDMark': 30,

'VLANIDMarkOverride": 1,

‘VLANIDUntag": 0}1}}

4. Kondurypanus 6purxa nis yeayru Guest WIFI (Bridge) nas SSID2

Crneuunduxanus

Ycnyra Public WIFI
Wmsa 6puka Guest_wifi
Tun coeTuHEHMS IP_Bridged
VLAN ID 54

LAN noptsr -

WLAN SSID2

EthernetPriorityMark 0
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1. Cosznanue Bridge
Bpuke cozmaercs TOIBKO B ciydae OTCYTCTBUS cymiecTBytomero opumxa st VLAN 54, nHade HCToIb3yeTces CYIIEeCTBYIOIIHI
1. AddObiject:
InternetGatewayDevice.Layer2Bridging.Bridge.
Co3znaeTcst HoOBasi UHCTaHIUS ¢ HOMepoM F

2. SetParameterValues:
InternetGatewayDevice.Layer2Bridging.Bridge.{F}.VLANID =54
InternetGatewayDevice.Layer2Bridging.Bridge.{F}.Enable=1
InternetGatewayDevice.Layer2Bridging.Bridge.{F}.BridgeName =
"Guest_wifi"
InternetGatewayDevice.Layer2Bridging.Bridge.{F}.BridgeStandard
="802.1Q"

3. GetParameterValues
InternetGatewayDevice.Layer2Bridging.Bridge.{F}.BridgeKey Ha
JaHHBIN napameTp OyayT cebuiatbes Filter u Marking. [lanbiie
Oynem ero 3HadeHue Ha3biBaTh BridgeKey

2. TlomyueHune JOCTYITHBIX HHTEP(EHCOB
1. GetParameterValues
InternetGatewayDevice.Layer2Bridging.AvailableInterface.

JlaHHBII METO]] BO3BpAIaeT CIUCOK JIOCTYIHBIX HHTepdeiicoB Ha
JaHHBIH TapameTp OyayT ceoutathes Filter w Marking.
B nanpHeiiem Mbl ero Oyznem HasbiBath INnterfaceKey

3. Cosnanue Filter s WAN unrepdeiica (WANConnectionDevice)

1. AddObject
InternetGatewayDevice.Layer2Bridging.Filter.

2. SetParameterValues InternetGatewayDevice.Layer2Bridging.Filter.{i}.FilterBridgeReference =
BridgeKey InternetGatewayDevice.Layer2Bridging.Filter.{i}.FilterInterface = InterfaceKey (
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InternetGatewayDevice. WANDevice.{i}.WANConnectionDevice.{i}) InternetGatewayDevice.Layer2Bridging.Filter.{i}.FilterEnable=
True InternetGatewayDevice.Layer2Bridging.Filter.{i}.VLANIDFilter=-1

InternetGatewayDevice.Layer2Bridging.Filter.{i}.AdmitOnlyVLANTagged = False

4. Coznpanue Marking mist WAN untepdeiica (WANConnectionDevice)

1. AddObject

2.

InternetGatewayDevice.Layer2Bridging.Marking.

SetParameterValues InternetGatewayDevice.Layer2Bridging.Marking.{j}.MarkingBridgeReference = BridgeKey
InternetGatewayDevice.Layer2Bridging.Marking.{j}.MarkingInterface = InterfaceKey (
InternetGatewayDevice.WANDevice.{i}.WANConnectionDevice.{i})
InternetGatewayDevice.Layer2Bridging.Marking.{j}.MarkingEnable=True
InternetGatewayDevice.Layer2Bridging.Marking.{j}.EthernetPriorityMark =0
InternetGatewayDevice.Layer2Bridging.Marking.{j}.VLANIDUntag=False
InternetGatewayDevice.Layer2Bridging.Marking.{j}.VLANIDMark =54
InternetGatewayDevice.Layer2Bridging.Marking.{j}.VLANIDMarkOverride = True

5. Cosnmanme Marking mis SSID2
Marking co3maetcs TosbKO B ciydae orcyrerBus Marking s SSID2, nnaue u3mensiercs cyniectByromii Marking

1.

2.

AddObject

InternetGatewayDevice.Layer2Bridging.Marking.

SetParameterValues InternetGatewayDevice.Layer2Bridging.Marking.{j}.MarkingBridgeReference =
BridgeKey InternetGatewayDevice.Layer2Bridging.Marking.{j}.MarkingInterface

=InterfaceKey (InternetGatewayDevice.LANDevice.1.WLANConfiguration.2)
InternetGatewayDevice.Layer2Bridging.Marking.{j}.MarkingEnable=True
InternetGatewayDevice.Layer2Bridging.Marking.{j}.EthernetPriorityMark =-1
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InternetGatewayDevice.Layer2Bridging.Marking.{j}.VLANIDUntag=True
InternetGatewayDevice.Layer2Bridging.Marking.{j}.VLANIDMark =-1
InternetGatewayDevice.Layer2Bridging.Marking.{j}.VLANIDMarkOverride = False

6. Coznanue Filter niis SSID2

Filter co3maercs Toabko B cirydae orcyrcerBus Filter mst SSID2, unaue n3MeHseTCs CYIIECTBYIOIIUI
1. AddObject

InternetGatewayDevice.Layer2Bridging.Filter.

2. SetParameterValues InternetGatewayDevice.Layer2Bridging.Filter.{i}.FilterBridgeReference =
BridgeKey InternetGatewayDevice.Layer2Bridging.Filter.{i}.Filterinterface
=InterfaceKey (InternetGatewayDevice.LANDevice.1.WLANConfiguration.2)

InternetGatewayDevice.Layer2Bridging.Filter.{i}.FilterEnable=True InternetGatewayDevice.Layer2Bridging.Filter.{i}.VLANIDFilter

=-1 InternetGatewayDevice.Layer2Bridging.Filter.{i}.AdmitOnlyVLANTagged = False
7. Axteuanus WLAN SSID2
1. SetParameterValues

InternetGatewayDevice.LANDevice.1. WLANConfiguration.2.BasicAuthenticationMode = None
InternetGatewayDevice.LANDevice.1.WLANConfiguration.2.RadioEnabled=True
InternetGatewayDevice.LANDevice.1.WLANConfiguration.2.Enable=True
InternetGatewayDevice.LANDevice.1.WLANConfiguration.2.BeaconType=None
InternetGatewayDevice.LANDevice.l. WLANConfiguration.2.BasicEncryptionModes = None
InternetGatewayDevice.LANDevice.1. WLANConfiguration.2.SSID = Guest wifi_TEST2

{'BRIDGE": {'BridgeEnable" 1,
'‘BridgeKey": '2', 'BridgeName":
'‘Guest_wifi', '‘BridgeStandard':
'802.1Q",
"TR69Name":'InternetGatewayDevice.Layer2Bridging.Bridge.2',
'VLANID'": 54},
'SUBOBJ": {'FILTERS': [{{AdmitOnlyVLANTagged" 0,
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'FilterBridgeReference': 2,

'FilterEnable": 1,

'FilterInterface:'9',

‘TR69Interface”: 'InternetGatewayDevice. WANDevice.1.WANConnectionDevice.1',
"TR69Name':'InternetGatewayDevice.Layer2Bridging.Filter.11', "VLANIDFilter': -1},
{'AdmitOnlyVLANTagged'" 0,

‘FilterBridgeReference': 2,

'FilterEnable": 1,

'FilterInterface': '6',

'FilterKey': 6, 'FilterStatus'

‘Enabled,

‘TR69Interface":'LANDevice.1. WLANConfiguration.2', TR69Name":
'InternetGatewayDevice.Layer2Bridging.Filter.6', "VLANIDFilter': -1}],

'MARKING': [{'"EthernetPriorityMark': -1,

'‘MarkingBridgeReference": 2,

'‘MarkingEnable": 1,

'‘MarkingInterface'. '6',

"TR69Interface":'LANDevice.l. WLANConfiguration.2', TR69Name":

‘InternetGatewayDevice.Layer2Bridging.Marking.3', 'VLANIDMark': -1,
'VLANIDMarkOverride": 0,
'VLANIDUntag": 1},
{'EthernetPriorityMark’: 8,
'‘MarkingBridgeReference': 2,
'‘MarkingEnable": 1,
'‘MarkinglInterface': '9',
‘TR69Interface”: 'InternetGatewayDevice. WANDevice.1.WANConnectionDevice.1',

‘TR69Name':'InternetGatewayDevice.Layer2Bridging.Marking.2',''VLANIDMark': 54,
'VLANIDMarkOverride": 1,

'VLANIDUntag": 0}]}}
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5. Nexondurypamus opumka ais ycayru uarepHer (PPPOE) moptel LAN1u SSID1 (Mogeas MP® C3)

Hexondurypanus ycanyru PPPOE mpoBoautcst B 0OpaTHOM MOpsIKE, HCIIONIB3YEMOM MPU KOH(PUTYpAITMH CEpBHCA.

1. Tlomy4enue OCTYMHBIX HHTEP(HEHCOB:
GetParameterValues
InternetGatewayDevice.Layer2Bridging.Availablelnterface.

JlaHHBII METOJT BO3BPAIAET CIIMCOK JOCTYITHBIX HHTEP(EHCOB, KaK PU3MUECKUX, TAK U JIOTHYECKHX
ACS coxpansier coorBetcTBre Mex 1y TR069 mapamerpom (LANDevice.1.LANEthernetinterfaceConfig.1) u AvailablelnterfaceKey (1)
[TpouzBoaum mouck O6pumxa ¢ mmeneM «HSI» u 3amomuHaem ero nuHAEKC:
InternetGatewayDevice.Layer2Bridging.Bridge.{A}.BridgeName ="HSI"
ACS coxpanseT HH()OPMAIIHIO O CBSI3KE CYIIECTBYIONUX HHTEPEHCOB ¢ OpumKkoM [t aeakTuBupyemoit yenyru (BridgeName ="HSI").

2. Jexoudurypamus uarepdeiica PPPOE

SetParameterValues
InternetGatewayDevice.WANDevice.{i}.WANConnectionDevice.{i}.WANPPPConnection.{B}.Enable = False
InternetGatewayDevice. WANDevice.{i}.WANConnectionDevice.{i}.WANPPPConnection.{B}.Username = <entry>
InternetGatewayDevice.WANDevice.{i}.WANConnectionDevice.{i}. WANPPPConnection.{B}.Password = <entry>

3. TlepempuBsizka HHTEPPEHCOB

JlenaeTcs moceoBaTebHas MepenpuBsa3ka Bcex HHTepdeiicoB mpuBs3aHHbIX K Opumky (BridgeName = "HSI™) k nedonarHomy Opumky:
InternetGatewayDevice.Layer2Bridging.Bridge.{i}.BridgeName = "DEFAULT"
1. SetParameterValues InternetGatewayDevice.Layer2Bridging.Filter.{i}.FilterBridgeReference = BridgeKey (<ompenensiercs mo
BridgeName = "DEFAULT >)
InternetGatewayDevice.Layer2Bridging.Marking.{i}.MarkingBridgeReference = BridgeKey
(<ompenensiercst mo BridgeName = "DEFAULT >)
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4. Bwixmouenue Bridge

1. SetParameterValues InternetGatewayDevice.Layer2Bridging.Bridge.{A}.BridgeEnable = 0

6. dexondurypanust opumxa ais ycayru VOIP (mogens MP® C3)
Hexongurypamus ycinyru VOIP 3akmouaercs B aekonurypanuu SIP UA u nekonurypamnum opumxka.

1. Tlomy4enue TOCTYIHBIX HHTEP(HEHCOB:
GetParameterValues

InternetGatewayDevice.Layer2Bridging.AvailableInterface.
JlaHHBIN METO/T BO3BPAIIAET CHHUCOK JOCTYIHBIX HHTeP(hEHcoB, Kak (GU3HMUECKUX, TaK U TOTUIECKUX
ACS coxpanstet cootBeTcTBHE Mex 1y TR069 mapamerpom (LANDevice.1.LANEthernetinterfaceConfig.1) u AvailablelnterfaceKey (1)
[TpousBoaum nouck Opumxa ¢ umeHeM «VOIP» u 3amoMuHaeM ero MHIEKC:
InternetGatewayDevice.Layer2Bridging.Bridge.{A}.BridgeName = "VOIP"

ACS coxpaHnsieT HHPOPMAIIHIO O CBSI3KE CYIIECTBYIOUINX HHTEP(EHcoB ¢ OpumKoM Juts AeakTuBrpyemoit yeanyru (BridgeName ="VOIP").

ITpouzBoaum nouck L3 nnrtepdetica c umenem «VOIP» u 3amomuHaem ero uHAEKC:
InternetGatewayDevice. WANDevice.{i}.WANConnectionDevice.{i}.WANIPConnection.{D}.Name = VOIP

2. Jexouduryparus SIP UA

1. 3ampoc cymectyroriero npodaiina va CPE
GetParameterValues

InternetGatewayDevice.Services.VoiceService.1.VoiceProfile.

SetParameterValues

InternetGatewayDevice. WANDevice.{i}.WANConnectionDevice.{i}. WANPPPConnection.{B}.Enable = False
InternetGatewayDevice. WANDevice.{i}.WANConnectionDevice.{i}. WANPPPConnection.{B}.Username = <entry>
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InternetGatewayDevice.WANDevice.{i}.WANConnectionDevice.{i}.WWANPPPConnection.{B}.Password = <entry>
3. TlepenpuBsizka uHTEPEHCOB
Jenaercs nocnenoBarenbHoe yaanenue Beex filter/marking npusszanusix k 0pumky (BridgeName = "VOIP"):
InternetGatewayDevice.Layer2Bridging.Bridge.{i}.BridgeName = "VOIP"
1. DeleteObject
InternetGatewayDevice.Layer2Bridging.Filter.{Key}. = FilterKey
InternetGatewayDevice.Layer2Bridging.Marking.{Key} = MarkingKey

4. Bmixmouenue Bridge

1. SetParameterValues InternetGatewayDevice.Layer2Bridging.Bridge.{A}.BridgeEnable = 0
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Texnuueckue TpeOOBAHUA K PeaU3aANUU YIIpaBJeHus: TecToM FXS- moprta no
nporoxkoay T R-069:

Heo0Oxoaumeie napamerpsl cranaapta TR-104:

VoiceService.{i}.P | object |- | Voice port tests. -11.0
h If this object is supported, Capabilities.VoicePortTests MUST be equal to true.
yinterface.{i}.Test
TestState string | W | Indicates the current test state. Enumeration of: -11.0
e None
e Requested
e Complete

e Error_TestNotSupported
Value MAY be set to Requested to initiate a diagnostic test. When writing, the only allowed
value is Requested. To ensure the use of the proper test parameters (the writable parameters in
this object), the test parameters MUST be set either prior to or at the same time as (in the same
SetParameterValues) setting the value Requested.
When requested, the CPE SHOULD wait until after completion of the communication session
with the ACS before starting the test.
When the test initiated by the ACS is completed (successfully or not), the CPE MUST
establish a new connection to the ACS to allow the ACS to view the results, indicating the
Event code "8 DIAGNOSTICS COMPLETE" in the Inform message.

TestSelector string W | Indicates which test to perform. Enumeration of: - 1 1.0
- (64) e PhoneConnectivityTest
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The phone connectivity test indicates that the CPE should determine if one or more phones
associated with this physical port are properly connected. This test is appropriate only for CPE
that connect to phones of any type.

The parameter MAY instead indicate a vendor-specific test, which MUST use the format
defined in [TR-106]. For example:

"X_EXAMPLE-COM_MyTest"

PhoneConnectivity | boolea |- | Indicates whether or not at least one phone associated with this physical port is properly - 11.0
n connected. This parameter is applicable only if PhoneConnectivityTest is supported.

3ammycKk TeCTUPOBAHUS IPOU3BOANUTCS IIYTEM YCTAHOBKH [1apaMETPOB:
"TestState": "Requested”,

"TestSelector":
"PhoneConnectivityTest"

[Tpu TecTUpOBaHUU JIOTIOTHUTEIBHO BBIMOIHAIOTCS TECThI, HEOOXOIUMBbIE JUIsl 3aII0JHEHUS CIECTYIOIINX MOJIeH:
JlonosiHuTENbHBIE HEOOXO0AUMBIE BEHI0p-Clieln(PUYHBIE TTapaMETPHI:

InternetGatewayDevice.Services.VoiceService.{i}.PhyInterface.{i}.Tests. X _RTK_LineTest.Conclusion
--- Test Conclusion
3HadeHUS:

Normal - Tect ycnemexn
PhoneDisconnect - Tenredon He MOaKIIOUYEH

InternetGatewayDevice.Services.VoiceService.{i}.PhyInterface.{i}. Tests.X_ RTK_LineTest.IsTestOnBusy
---®nar “rect B mpouecce”
3HaYeHHA:

1: Tect BBITIOHAETCS

0: TecT HE BBIIOIHIETCSA
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InternetGatewayDevice.Services.VoiceService.{i}.PhyInterface.{i}.Tests.X_RTK_InnerTest.OnOffHookTestResult
--- Pesynprar Tecta nonoxxeHus TeneGoHHOU TPyOKH

3HayYeHUS:

PhoneOnhook - TpyOka mosoxeHa

PhoneOffhook - TpyOka noausiTa

InternetGatewayDevice.Services.VoiceService.{i}.\VVoiceProfile.{i}.X_RTK_DTMFMethodSIPInfoBody
dopmar tena coobienust SIP (Content-Type), ncnonb3yembiit, koraa nudpsl u cuMBosibl DTMF otnpasstores B coobmienusx INFO mpotokona SIP.

Tum: string. 3HaueHwus:
DTMFRelay — ¢popmar tena coobienus coorBeTcTByeT mojiro Content-Type pasaomy application/dtmf-relay TELEven —
dopmar tena coobrieHus cootBeTcTBYeET Nouto Content-Type pasHomy audio/telephone-event

InternetGatewayDevice.Services.VoiceService.{i}.VoiceProfile.{i}.Line.{i}.CallingFeatures.X_RTK_3PTY
Hacrpoiika, MeHstoIas mapaMeTpbl yCIyrd KOHGEpeHIICBA3b TPeX aOOHEHTOB.

Tumn: integer. 3HaveHwus:

0 — (mo ymomuanuto) CPE otmpasisier coodmienns INVITE nBym abonenTam st coopa koH(pepeHnny, 3Byk “3amemmBaercs” Ha CPE. 1 - CPE
ornpasiset coobuienne INVITE Ha anpec cepBepa koHbepeHInH (YKa3aHHBIN B HOJIE

InternetGatewayDevice.Services.VoiceService.{i}.  VoiceProfile.{i}.Line.{i}.CallingFeatures.X_RTK_3PTY_IMS.conference-uri),  3Byk
“3amermBaetcs’” Ha Softswitch.

InternetGatewayDevice.Services.VoiceService.{i}.VoiceProfile.{i}.Line.{i}.CallingFeatures.X_RTK 3PTY_IMS.conference-uri

Anpec cepBepa KOH(EpEHIINH, UCTIONIb3YEMBIH MTPH MPETOCTaBIEHUH YCIYTH KOH(PEPEHIICBA3b Tpex aboHeHToB. PaboTaeT TONBKO B cilyyae eciii  HO/a
InternetGatewayDevice.Services.VoiceService.{i}.VoiceProfile.{i}.Line.{i}.CallingFeatures.X_RTK_3PTY pagsna 1.

Tum: string.

[Tpumeps! 3HaueHwmit: “conf@rcs.rt.ru”, “conf@msk.ims.rt.
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InternetGatewayDevice.Services.VoiceService.{i}.VoiceProfile.{i}.SIP.X_RTK_SubscribeEnable’
Hacrpoiika, Bxmrouaromast orrpaBky coodmieaunit SUBSCRIBE u ananu3 coobmennit NOTIFY.
Twum: integer. 3HaucHus:

0 — (mo ymomuanuto) CPE ne ornpasinser coobuienuss SUBSCRIBE.
1 - CPE otmpasnser coobmenne SUBSCRIBE u ananusupyer nocnenytouue coodmenus NOTIFY.
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Moayab «Kapra cetm» u «Lan-moprbi»

BeiBecTr 0TOOpakeHHE TOIKIIOYCHHBIX K JIF000MY |an-nopty ycTpoicTB, Takke MoKoYéHHbIX B Bridge

InternetGatewayDevice.LANDevice.{i}.Hosts. |object |-

Host.{i}.
IPAddress

AddressSource

MACAddress

Layer2Interface

string(45) -

string

string(17)

string(25
6)

Host table.

At most one entry in this table can exist with a given value for MACAddress.

[IPAddress] Current IP Address of the host. -

Indicates whether the IP address of the host was allocated by the CPE using DHCP,
was assigned to the host statically, or was assigned using automatic IP address
allocation. Enumeration of:

e DHCP

o Static

« AutolP

« X RTK BRIDGE

[MACAddress] MAC address of the host.

This parameter is the full hierarchical parameter name of a particular
LAN**InterfaceConfig object or a WLANConfiguration object. For example:
InternetGatewayDevice.LANDevice.1.LANEthernetinterfaceConfig.2.

In the case of an embedded Ethernet switch, the Layer2Interface parameter
references the LANEthernetinterfaceConfig object that corresponds to the switch
port the device is connected to (a LANEthernetinterfaceConfig instance for each
switch port).

In the case of an embedded WLAN access point, the Layer2Interface parameter
references the WLANConfiguration object that corresponds to the SSID the device is
connected to (if the access point supports multiple SSIDs, then each SSID is a
separate instance)
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InterfaceType

LeaseTimeRemaining

Active

HostName

ClientID

int[-1:]

boolean
string-
(64)

string-
(256)

Type of physical interface through which this host is connected to the CPE.
Enumeration of:
Ethern

et

USB

802.11
HomePN

A

HomePI

ug

MoCA

Other

DHCP lease time remaining in seconds. A value of -1 indicates an infinite lease.
The value MUST be 0 (zero) if the AddressSource is not DHCP.

Whether or not the host is currently present on the LAN. The method of presence
detection is a local matter to the CPE.

The ability to list inactive hosts is OPTIONAL. If the CPE includes inactive hosts in
this table, this variable MUST be set to false for each inactive host. The length of
time an inactive host remains listed in this table is a local matter to the CPE.

The device's host name or an empty string if unknown.

Client Identifier DHCP option (Option 61) for the specific IP connection of the client.
The option value is binary, so an exact match is REQUIRED.

It MAY be defined when AddressSource is DHCP. An empty string indicates this
option is not used.

BeiBecTr 0TOOpaskeHHEe MOPSIIKOBOrO HOMepa lan-mopra y moakiiroueHHOTo K HeMy ycTpoiicTa. Kpome ip-aapeca BRIBOAUTH U Mac-aapec. Boiectu B
«Kapre cetn» B OJI0Ke ¢ IMEHEM CETH: HCIOJIb3YeMbli TOUKOM Wifi-KaHaJl 1 MOIHOCTH CHTHAJIa Ha KOHEYHOM XOCTe.
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.LANDevice.{i}.WLANConfiguration.{i}.Associated
Device.{i}.

AssociatedDeviceMACAddress

AssociatedDevicelPAddress

X_RTK_RSSI

X_RTK_Noise
X _RTK Uptime
LastDataTransmitRate

object| -

string

string

intege
intege

intege
string

A table of the devices currently associated with the access point. The size of this
table is given by
InternetGatewayDevice.LANDevice.{i}.WLANConfiguration.{i}.Total Assoc
iations. This object MUST be implemented for CPE that contain an 802.11 |-|2.
interface on the LAN side. 7

[MACAddress] The MAC address of an associated device.

The IP address or DNS name of an associated device.

The received signal strength in dBm.

Indicator of average noise strength (in dBm).
Time in seconds since the CPE was last connected.

The data transmit rate that was most recently used for a station with a specified
MAC address.
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Monayas «WIiFI -Radar»

Jlist peanu3anuii JaHHOTO (PYHKIMOHAJA TpejIaraeTcs peain3oBarh mojiepeBo u3 TR181, He cMOTpst Ha TO YTO yCTpoHcTBa UCTONB3YIOT T R-098.
Jlnst peanu3zanmu Ho TR-181 tpebyercs 3amenuth Kopens “device.” na “InternetGatewayDevice.”

Neighboring SSID table. This table models the other WiFi SSIDs that

InternetGatewayDevice.WiFi.NeighboringWiFiDiagnostic.| this device is able to receive.
Result.{i}. object “| At most one entry in this table can exist with a given value for BSSID. | 3
The value MUST be the path name of a row in the
Radio string -| InterneGatewayDevice.WiFi.Radio table. The Radio that detected -12.
the neighboring WiFi SSID. 7
: _| The current service set identifier in use by the neighboring WiFi 7
SSID S1N(32) || SSID. The value MAY be empty for hidden SSIDs.
BSSID string(17) |-|[MACAddress] The BSSID used for the neighboring WiFi SSID. -|2.7
The mode the neighboring WiFi radio is operating in. Enumeration of:
e AdHoc
Mode string -| e Infrastructure -2,
Channel ﬂ?signedl -| The current radio channel used by the neighboring WiFi radio. -|2.

int[-200:0] |- An indicator of radio signal strength (RSSI) of the neighboring WiFi | 2
' radio measured in dBm, as an average of the last 100 packets received. | |-
The type of encryption the neighboring WiFi SSID advertises.
Enumeration of:
None
WEP
WPA
WPA2
WPA-WPA2 -12.
WPA-Enterprise 7
WPA2-Enterprise
WPA-WPA2-Enterprise

SignalStrength

SecurityModeEnabled string -
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Comma-separated list of strings. The type of encryption the
neighboring WiFi SSID advertises. Each list item is an enumeration

of:
EncryptionMode string - e TKIP -|2.
Indicates the frequency band at which the radio this SSID instance
OperatingFrequencyBand string -|is operating. Enumeration of: -|2.
« 2.4GHz 7
e 5GHz

Comma-separated list of strings. List items indicate which IEEE
802.11 standards this Result instance can support simultaneously, in
the frequency band specified by OperatingFrequencyBand. Each list
item is an enumeration of:
a ([802.11a-1999
b ([802.11b-1999]
g ([802.11g-2003]
n ([802.11n-2009]
SupportedStandards string - — ac([802.11ac-2013]) -12.
Each value indicates support for the indicated standard. 7
If OperatingFreguencyBand is set to 2.4GHz, only values b, g, n
are allowed. If OperatingFrequencyBand is set to 5GHz, only
values a, n, ac are allowed.

N N e

I I I O B
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Comma-separated list of strings. Each list item MUST be a
member of the list reported by the SupportedStandards

parameter. List items indicate which IEEE
802.11 standard that is detected for this Result.
Each value indicates support for the indicated standard.

If OperatingFrequencyBand is set to 2.4GHz, only values b, g, n are

OperatingStandards string - allowed. -12.
If OperatingFrequencyBand is set to 5GHz, only values a, n, ac are 7
allowed.

For example, a value of "g,b" (or "b,g" - order is not important)
means that the 802.11g standard [802.11¢-2003] is used with a
backwards-compatible mode for 802.11b [802.11b-1999]. A value
of "g" means that only the 802.11g standard can be used.
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Indicates the bandwidth at which the channel is operating. Enumeration

of:
o 20MHz
e 40MHz
OperatingChannelBandwidth string -\« 80MHz -|2.
e 160MHz 7
o Auto
BeaconPeriod unsignedint|-| Time interval (in ms) between transmitting beacons. -|2.
Noise int[-200:0] |- InQicator_of average nqise strength (in dBm) received from the 2
neighboring WiFi radio. 7
Comma-separated list (maximum list length 256) of strings. Basic
BasicDataTransferRates string(256) |-|data transmit rates (in Mbps) for the SSID. For example, if -12.

BasicDataTransferRates is "1,2", this indicates that the SSID is 7
operating with basic rates of 1 Mbps and 2 Mbps.

Comma-separated list (maximum list length 256) of strings. Data
string(256) |- transmit rates (in Mbps) for unicast frame_s at which the SSID will o

permit a station to connect. For example, if

SupportedDataTransferRates is "1,2,5.5", this indicates that the

SSID will only permit connections at 1 Mbps, 2 Mbps and 5.5 Mbps.

SupportedDataTransferRates

The number of beacon intervals that elapse between transmission of
DTIMPeriod unsignedint|-| Beacon frames containing a TIM element whose DTIM count field is |-|2.
0. This value is transmitted in the DTIM Period field of beacon frames. | |7

802.11-2012]
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Moayans «WIiFI Extender»

InternetGatewayDevice.X_RTK_WiFiExtender. object - |This object contains parameters Wi-Fi Extender table.
NodeNumberOfEntries unsignedint - INumber of entries in Node table.
RootMode boolean _ |Ecnn CPE aBnAetca «mactep» YCTPOACTBOM, TO AaHHbIM napameTp =1,
ecaun AOoNONHUTEIbHbIM — TO «0»
InternetGatewayDevice.X_RTK_WiFiExtender.Node.{i}. object - |This object contains parameters Wi-Fi Extender Node table.
RSSIValue int[-200:0] - \Wi-Fi Mesh Node RSSI value
Manufacturer string(64) - | The manufacturer of the CPE (human readable string).
ModelName string(64) - Model name of the CPE (human readable string).
SerialNumber string(64) -
HardwareVersion string(64) - | A string identifying the particular CPE model and version.
SoftwareVersion string(64) -
UpTime unsignedInt - |Time in seconds since the CPE was last restarted.
Active boolean - |TToka3bIBaeT aKTUBEH CeWvac CaTeIHT U HET
IPAddress string(45) - |[IPAddress] Current IP Address of the host.
MACAddress string(17) [MACAddress] MAC address of the host.
Mode string Indicates work mode.
Enumeration of:
. Extended AP
. WDS AP

TaKKe Kaxablii U3 caTeNINTOB [I0/IKEH NOMHOCTLIO Noaaep»Kunsatb Aepeso InternetGatewayDevice.LANDevice.{i}.WLANConfiguration.{i}. B cooTBeTCTBMM C AAHHbIM
NPUIOXKEHNEM
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Moayab «WIiFI Meshy

InternetGatewayDevice. X_RTK_WiFiMesh. object - |This object contains parameters Wi-Fi Mesh table.

NodeNumberOfEntries unsignedint - |Number of entries in Node table.

RootMode boolean ) TE;:;chl)SPE AB/IAETCA «MaCTep YCTPOMUCTBOMY TO AaHHbIM NnapameTp =1, eciiv AONOJIHUTE/IbHbIM —

802.11r.Enable boolean - |BKntoyeHue/BbiKAOYEHNE PyHKUMOHana 802.11r

;T;;ﬁiﬁ?:ﬁ’::ﬁ;‘g;:{i}. object - |This object contains parameters Wi-Fi Mesh Node table.

RSSIValue int[-200:0] - |Wi-Fi Mesh Node RSSI value

Manufacturer string(64) - | The manufacturer of the CPE (human readable string).

ModelName string(64) - |Model name of the CPE (human readable string).

SerialNumber string(64) -

HardwareVersion string(64) - |A string identifying the particular CPE model and version.

SoftwareVersion string(64) -

UpTime unsignedInt - |Time in seconds since the CPE was last restarted.

MACAddress string(17) [MACAddress] MAC address of the host.

Active boolean - |Tloka3bIBaeT akTHBEH CeHyYac CaTeIUT U HET

Interface string [TokasbiBaeT nHTEpEc, K KOTOPOMY MOJKIIOUCH CATENHUT.
Ecnu oH moakiio4eH K MacTep yCTpOHCTBY TO BRIBOIUTCA L2 nHTEpdeiic, HampumMep
InternetGatewayDevice. LANDevice.l. WLANConfiguration.1.
i/rllJ:eI;IrnetGatewayDeVice.LANDeVice.1 .LANEthernetInterfaceConfig.1.
Wiu eciv caTeuT TOMKITFOUEH K IPYTOMY CaTeIIUTY TO
InternetGatewayDevice. X RTK WiFiMesh.Node.1.

ClientNumberOfEntries unsignedInt - |Number of entries in Client table.

InternetGatewayDevice.

X_RTK_WiFiMesh.Node.{i}.Client.{i}. object - | This object contains parameters Wi-Fi Mesh Client table.

Active boolean -
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LastDataDownlinkRate

LastDataUplinkRate

AssociatedDeviceMACAddress
AssociatedDeviceIPAddress
RSSI

Noise

Uptime

unsignedInt

unsignedInt

string(17)
string(64)

integer

integer

integer

The data transmit rate in kbps that was most recently used for transmission from the access point to the
associated device.

The data transmit rate in kbps that was most recently used for transmission from the associated device to
the access point.

[MACAddress] The MAC address of an associated device.
The IP address or DNS name of an associated device.

The received signal strength in dBm.

Indicator of average noise strength (in dBm).

Time in seconds since the CPE was last connected.
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Moayib «/IMarHOCTUKA»

This object defines the diagnostics configuration fora HTTP and FTP
InternetGatewayDevice.DownloadDiag | object - |DownloadDiagnostics Test. -1

nostics. 3
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DiagnosticsState

string

W |Indicate the availability of diagnostic data. Enumeration of: -11.3

e None
Requested
Completed
Error_InitConnectionFailed
Error_NoResponse
Error_TransferFailed
Error_PasswordRequestFailed
Error_LoginFailed
Error_NoTransferMode
Error_NoPASV
Error_IncorrectSize

e Error_Timeout

If the ACS sets the value of this parameter to Requested, the CPE MUST initiate the
corresponding diagnostic test. When writing, the only allowed value is Requested. To
ensure the use of the proper test parameters (the writable parameters in this object),
the test parameters MUST be set either prior to or at the same time as (in the same
SetParameterValues) setting the DiagnosticsState to Requested.

When requested, the CPE SHOULD wait until after completion of the
communication session with the ACS before starting the diagnostic.

When the test is completed, the value of this parameter MUST be either Completed (if
the test completed successfully), or one of the Error values listed above.

If the value of this parameter is anything other than Completed, the values of the
results parameters for this test are indeterminate.

When the diagnostic initiated by the ACS is completed (successfully or not), the CPE
MUST establish a new connection to the ACS to allow the ACS to view the results,
indicating the Event code 8 DIAGNOSTICS COMPLETE in the Inform message.

After the diagnostic is complete, the value of all result parameters (all read-only
parameters in this object) MUST be retained by the CPE until either this diagnostic is
run again, or the CPE reboots. After a reboot, if the CPE has not retained the result
parameters from the most recent test, it MUST set the value of this parameter to None.
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Modifying any of the writable parameters in this object except for this one MUST
result in the value of this parameter being set to None.

While the test is in progress, modifying any of the writable parameters in this object
except for thisone  MUST result in the test being terminated and the value of this
parameter being set to None.

While the test is in progress, setting this parameter to Requested (and possibly
modifying other writable parameters in this object) MUST result in the test being
terminated and then restarted using the current values of the test parameters.

The value MUST be the path name of the IP-layer interface over which the test is to be

performed.
The value of this parameter MUST be either a valid interface or an empty string. An
Interface string(256) | W/ attempt to set this parameter to a different value MUST be rejected as an invalid -1
parameter value. 3

If an empty string is specified, the CPE MUST use the default routing interface.

The URL, as defined in [REC3986], for the CPE to perform the download on. This
parameter MUST be in the form of a valid HTTP [RFEC2616] or FTP [RFC862] URL.

When using FTP transport, FTP binary transfer MUST be used.
DownloadURL string(256) |W -11.

When using HTTP transport, persistent connections MUST be used and pipelining 3

MUST NOT be used. When using HTTP transport the HTTP Authentication MUST

NOT be used.
unsianedi The DiffServ code point for marking packets transmitted in the test.
DSCP g _ W/|The default value SHOULD be zero. -1
nt- [0:63] 3
unsignedi Ethernet priority code for marking packets transmitted in the test (if applicable).

EthernetPriority W/ The default value SHOULD be zero. -11.

nt- [0:7]
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ROMTime

BOMTime

EOMTime

TestBytesReceived

TotalBytesReceived

TCPOpenRequestTime

dateTime

dateTime

dateTime

unsignedint; -

unsignedint|-

dateTime

Request time in UTC, which MUST be specified to microsecond precision. 1
For example: 2008-04-09T15:01:05.123456 3'
e For HTTP this is the time at which the client sends the GET command.
o For FTP this is the time at which the client sends the RTRV command.

Begin of transmission time in UTC, which MUST be specified to microsecond precision
For example: 2008-04-09T15:01:05.123456
o For HTTP this is the time at which the first data packet is received.
o For FTP this is the time at which the client receives the first data packet on the 11
data connection. 3'

End of transmission in UTC, which MUST be specified to
microsecond precision. For example: 2008-04-09T15:01:05.123456
o For HTTP this is the time at which the last data packet is received.
o For FTP this is the time at which the client receives the last packet on the data -1
connection. 3

The test traffic received in bytes during the FTP/HTTP transaction including FTP/HTTP | _ 1
headers, between BOMTime and EOMTime, 3'

The total number of bytes received on the Interface between BOMTime and EOMTime. |- |1.

Request time in UTC, which MUST be specified to
microsecond precision. Forexample: 2008-04-
09T15:01:05.123456
e For HTTP this is the time at which the TCP socket open (SYN) was sent
for the HTTP connection. 21
 For FTP this is the time at which the TCP socket open (SYN) was sent for the data) |
connection.
Note: Interval of 1 microsecond SHOULD be supported.

[Iporpamma u METOIMKA UCTIBITAHUN aOOHEHTCKOTO 000PYI0BaHUS JJISI TOATBEPKIACHUS
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TCPOpenResponseTime dateTime |-

InternetGatewayDevice.UploadDiagnos| object -
tics.

DiagnosticsState string W

Response time in UTC, which MUST be specified to icrosecond

precision. Forexample: 2008-04-09T15:01:05.123456

For HTTP this is the time at which the TCP ACK to the socket opening the
HTTP connection was received.

For FTP this is the time at which the TCP ACK to the socket opening the data
connection was received.

Note: Interval of 1 microsecond SHOULD be supported.

-|1.
3

This object defines the diagnostics configuration for a HTTP or FTP UploadDiagnostics
test.

Files sent by the UploadDiagnostics do not require file storage on the CPE device,

and MAY be an arbitrary stream of bytes.

-|1.
3

Indicate the availability of diagnostic data. Enumeration of:
None

Requested

Completed
Error_InitConnectionFailed
Error_NoResponse
Error_PasswordRequestFailed
Error_LoginFailed
Error_NoTransferMode
Error_NoPASV
Error_NoCWD
Error_NoSTOR
Error_NoTransferComplete

If the ACS sets the value of this parameter to Requested, the CPE MUST initiate the
corresponding diagnostic test. When writing, the only allowed value is Requested. To
ensure the use of the proper test parameters (the writable parameters in this object),
the test parameters MUST be set either prior to or at the same time as (in the same
SetParameterValues) setting the DiagnosticsState to Requested.
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When requested, the CPE SHOULD wait until after completion of the communication
session with the ACS before starting the diagnostic.

When the test is completed, the value of this parameter MUST be either Completed (if
the test completed successfully), or one of the Error values listed above.

If the value of this parameter is anything other than Completed, the values of the
results parameters for this test are indeterminate.

When the diagnostic initiated by the ACS is completed (successfully or not), the CPE
MUST establish a new connection to the ACS to allow the ACS to view the results,
indicating the Event code 8 DIAGNOSTICS COMPLETE in the Inform message.

After the diagnostic is complete, the value of all result parameters (all read-only
parameters in this object) MUST be retained by the CPE until either this diagnostic is
run again, or the CPE reboots. After a reboot, if the CPE has not retained the result
parameters from the most recent test, it MUST set the value of this parameter to None.

Modifying any of the writable parameters in this object except for this one MUST
result in the value of this parameter being set to None.

While the test is in progress, modifying any of the writable parameters in this object
except for this one  MUST result in the test being terminated and the value of this
parameter being set to None.

While the test is in progress, setting this parameter to Requested (and possibly
modifying other writable parameters in this object) MUST result in the test being
terminated and then restarted using the current values of the test parameters.
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Interface

UploadURL

DSCP

EthernetPriority

TestFileLength

ROMTime

BOMTime

string(256) | W|The value of this parameter MUST be either a valid interface or an empty string. An

string(256) W/ MUST NOT be used.

unsignedl
nt- [0:63]

unsignedl
nt- [0:7]

The value MUST be the path name of the IP-layer interface over which the test is to be
performed.

attempt to set this parameter to a different value MUST be rejected as an invalid
parameter value.

If an empty string is specified, the CPE MUST use the default routing interface.

The URL, as defined in [REC3986], for the CPE to Upload to. This parameter MUST
be in the form of a valid HTTP [REC2616] or FTP [RFC862] URL.

When using FTP transport, FTP binary transfer MUST be used.

When using HTTP transport, persistent connections MUST be used and pipelining

When using HTTP transport the HTTP Authentication MUST NOT be used.

DiffServ code point for marking packets transmitted in the test.

W The default value SHOULD be zero. -

Ethernet priority code for marking packets transmitted in the test (if applicable).

W, The default value SHOULD be zero. -

The size of the file (in bytes) to be uploaded to the server.

unsignedint/ W| The CPE MUST insure the appropriate number of bytes are sent.

dateTime

dateTime

Request time in UTC, which MUST be specified to
microsecond precision. For example: 2008-04-
09T15:01:05.123456
o For HTTP this is the time at which the client sends the PUT command

o For FTP this is the time at which the STOR command is sent.

Begin of transmission time in UTC, which MUST be specified to
microsecond precision. For example: 2008-04-09T15:01:05.123456
o For HTTP this is the time at which the first data packet is sent.
o For FTP this is the time at which the client receives the ready for transfer
notification.

W
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End of transmission in UTC, which MUST be specified to
microsecond precision. Forexample: 2008-04-09T15:01:05.123456
e For HTTP this is the time when the HTTP successful response code is received.

EOMTime dateTime |- « For FTP this is the time when the client receives a transfer complete. 1

TotalBytesSent unsignedint|- | The total number of bytes sent on the Interface between BOMTime and EOMTime. -|1.

Request time in UTC, which MUST be specified to

microsecond precision. Forexample: 2008-04-

09T15:01:05.123456
e For HTTP this is the time at which the TCP socket open (SYN) was sent

TCPOpenRequestTime dateTime |- for the HTTP connection. -1,
« For FTP this is the time at which the TCP socket open (SYN) was sent for the data| |3
connection
Note: Interval of 1 microsecond SHOULD be supported.

Response time in UTC, which MUST be specified to
microsecond precision. Forexample: 2008-04-
09T15:01:05.123456

o For HTTP this is the Time at which the TCP ACK to the socket opening the
HTTP connection was received.

TCPOpenResponseTime dateTime |- e For FTP this is the Time at which the TCP ACK to the socket opening the Data  |-|1.
connection was received. 3
Note: Interval of 1 microsecond SHOULD be supported.

This object defines the diagnostics configuration for a UDP Echo test
InternetGatewayDevice.UDPEchoDiagnostics. object - [Appendix A.1/TR-143al] defined in [REC862] or a UDP Echo Plus test |- 1.1
defined in [Appendix A.1/TR-143al].

Indicate the availability of diagnostic data. Enumeration of:
DiagnosticsState string W e None (READONLY) -11.1

e Requested
e Completed (READONLY)
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e Error_CannotResolveHostName (READONLY)
e Error_Internal (READONLY)
e Error_Other (READONLY)

If the ACS sets the value of this parameter to Requested, the CPE MUST
initiate the corresponding diagnostic test. When writing, the only allowed
value is Requested. To ensure the use of the proper test parameters (the
writable parameters in this object), the test parameters MUST be set either
prior to or at the same time as (in the same SetParameterValues) setting
the DiagnosticsState to Requested.

When requested, the CPE SHOULD wait until after completion of the
communication session with the ACS before starting the diagnostic. When
the test is completed, the value of this parameter MUST be

either Completed (if the test completed successfully), or one of

the Error values listed above.

If the value of this parameter is anything other than Completed, the values
of the results parameters for this test are indeterminate.

When the diagnostic initiated by the ACS is completed (successfully or
not), the CPE MUST establish a new connection to the ACS to allow the
ACS to view the results, indicating the Event code 8 DIAGNOSTICS
COMPLETE in the Inform message.

After the diagnostic is complete, the value of all result parameters (all
read-only parameters in this object) MUST be retained by the CPE until
either this diagnostic is run again, or the CPE reboots. After a reboot, if the
CPE has not retained the result parameters from the most recent test, it
MUST set the value of this parameter to None and remove all object
instances from IndividualPacketResult.

Modifying any of the writable parameters in this object except for this one
MUST result in the value of this parameter being set to None and remove
all object instances from IndividualPacketResult.

While the test is in progress, modifying any of the writable parameters in
this object except for this one MUST result in the test being terminated
and the value of this parameter being set to None and remove all object
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instances from IndividualPacketResult.

While the test is in progress, setting this parameter to Requested (and
possibly modifying other writable parameters in this object) MUST result
in the test being terminated and then restarted using the current values of
the test parameters.

None of the possible target objects exist in this data model, so the
parameter value MUST be an empty string. Example:
. Device.IP.Interface.1
Interface string(256) W If an empty string is specified, the CPE MUST use the interface as -+
directed by its routing policy (Forwarding table entries) to determine the

appropriate interface.

Host string(256) W Host name or address of the host to perform tests to. -11
unsignedInt- i
Port [1:65535] W |Port on the host to perform tests to. 1.1
- unsignedInt- Number of repetitions of the test to perform before reporting the results. |
NumberOfRepetitions [1:] w The default value SHOULD be 1. 11
Timeout unsignedInt- W Timeout in milliseconds for the test. That is, the amount of time to wait for | 11
[1:] the return of a packet that was sent to the Host. '

. unsignedInt- Size of the data block in bytes to be sent for each packet. The default value |
DataBlocksize [1:65535] | SHOULD be 24. 11
DSCP unsignedInt- W DiffServ codepoint to be used for the test packets. The default value 11

[0:63] SHOULD be zero. '
InterTransmissionTime unsignedint- W The time in milliseconds between the NumberOfRepetitions of packets 11
[1:65535] sent during a given test. The default value SHOULD be 1000. '
Indicates the IP protocol version to be used. The default value SHOULD
be Any. Enumeration of:
ProtocolVersion string W « Any (Use either IPv4 or IPv6 depending on the system preference) | 11

e IPv4 (Use IPv4 for the requests)
e IPv6 (Use IPv6 for the requests)
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IPAddressUsed string(45) |- |[IPAddress] Indicates which IP address was used to send the request. -11.1
Result parameter indicating the number of successful packets (those in
SuccessCount unsignedint - |which a successful response was received prior to the timeout) in the most |- 1.1
recent test.

Result parameter indicating the number of failed packets (those in which a
FailureCount unsignedint - |successful response was not received prior to the timeout) in the most
recent test.

11

Result parameter indicating the average response time
AverageResponseTime unsianedint - in microseconds over all repetitions with successful responses of the most | 11
g P g recent test. If there were no successful responses, this value MUST be '

ZEero.

Result parameter indicating the minimum response time
MinimumResponseTime unsianedint |- in microseconds over all repetitions with successful responses of the most | 11
P g recent test. If there were no successful responses, this value MUST be '

ZEero.

Result parameter indicating the maximum response time

MaximumResponseTime unsianedint |- in microseconds over all repetitions with successful responses of the most | 11
P 9 recent test. If there were no successful responses, this value MUST be '

zero.
The results must be returned in the IndividualPacketResult table for every

EnablelndividualPacketResults boolean W repetition of the test when set to true. The default value SHOULD be false. | 11

The number of entries in the IndividualPacketResult table. -11.1

IndividualPacketResultNumberOfEntries unsignedint

The maximum number of rows in IndividualPacketResult that the CPE
_ _ unsignedint- will store. If a tesft Woul(_j create more rows
UDPEchoDiagnosticsMaxResults 1- - |than UDPEchoDiagnosticsMaxResults only the -111
[1:] first UDPEchoDiagnosticsMaxResults rows are present
in IndividualPacketResult.

This object provides the results from individual UDPEchoPIlus test packets
collected during a test if EnablelndividualPacketResults is set to true. -1.1
When DiagnosticsState is set to Completed it should

UDPEchoDiagnostics.IndividualPacketResult.{i}. lobject
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PacketSuccess

PacketSendTime

PacketReceiveTime

TestGenSN

TestRespSN

TestRespRcvTimeStamp

TestRespReplyTimeStamp

boolean

dateTime

dateTime

unsignedint

unsignedint

unsignedInt

unsignedint

contain NumberOfRepetitions objects. Instance numbers MUST start at 1
and sequentially increment as new instances are created. The instance
number should match the TestlterationNumber field of the request and
response packet. All instances are removed when DiagnosticsState is set
to Requested or None.

Indicates that the response to this UDP Echo Plus packet sent was received
by the client. When this value is true, then all the remaining parameters in
this instance are valid. Otherwise only the values originally set by the CPE
client (e.g. PacketSendTime and TestGenSN) MAY be set to valid values.

Time the client sent this UDP Echo Plus packet in UTC, which MUST be
specified to microsecond precision. -11.1
For example: 2008-04-09T15:01:05.123456Z

Time the client receives the response packet in UTC, which MUST be

specified to microsecond precision.

For example: 2008-04-09T15:01:05.123456Z -111
If this response is never received, PacketReceiveTime SHOULD be set to

the Unknown Time value as specified in [Section 3.2.2/TR-106a7].

The TestGenSN field in the UDPEcho Plus packet [Section A.1.4/TR-
143al] sent by the CPE client.

The TestRespSN field in the response packet [Section A.1.4/TR-143al]
from the UDP Echo Plus server (i.e. Host) for this Echo Plus packet sent |- 1.1
by the CPE client. If PacketSuccess is false, TestRespSN SHOULD be 0.

The TestRespRcvTimeStamp field in the response packet [Section
A.1.4/TR-143al] from the UDP Echo Plus server (i.e. Host) to record the

-11

reception time of this UDP Echo Plus packet sent from the CPE client. -{LL
If PacketSuccess is false, TestRespRcvTimeStamp SHOULD be 0.

The TestRespReplyTimeStamp field in the response packet [Section
A.1.4/TR-143al] from the UDP Echo Plus server (i.e. Host) to record the | 11

server reply time of this UDP Echo Plus packet sent from the CPE client.
That is, the time that the server returned the UDP Echo Plus packet.
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TestRespReplyFailureCount unsignedint |-

1. Tlepmox ckaHMpOBaHHS CETH TS MOAOOpa KaHaa.

InternetGatewayDevice.LANDevice.{i}.WLANConfiguration.{i}.AutoChannel{unsignedl |W

RefreshPeriod

2. Crarucruka nmo WIFI

If PacketSuccess is false, TestRespReplyTimeStamp SHOULD be 0.

The count value that was set by the UDP Echo Plus server (i.e. Host) to
record the number of dropped echo response packets by the server. This
count is incremented if a valid echo request packet is received at a UDP
EchoPlus server but for some reason cannot be responded to (e.g. due to
local buffer overflow, CPU utilization, etc...).

If PacketSuccess is false, TestRespReplyFailureCount SHOULD be 0.

-111

The time period in seconds between two consecutive
automatic channel selections. A value of 0 means
that the automatic channel selection is done only at

boot time.
nt

[ =t T S SO L L ISR R [

InternetGatewayDevice.LANDevice.{i}.WLANConfiguration.{i}.Stats. object -

BytesSent

The total number of bytes
unsignedLong - [transmitted out of the
interface, including
framing characters.

BytesReceived

The total number of
unsignedLong - |bytes received on the
interface, including
framing characters.

PacketsSent

The total number of
packets transmitted out of
the interface.

unsignedLong -

PacketsReceived

The total number of

unsignedLon - h
g g packets received on
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The total number of
ErrorsSent unsignedint - |outbound packets that
could not be transmitted
because of errors.

The total number of
inbound packets that
ErrorsReceived unsignedint - |contained errors
preventing them from
being deliveredto a
higher-layer protocol.

The total number of
outbound packets which
were chosen to be
discarded even though no
errors had been detected to
prevent their being
transmitted. One possible
reason for discarding such a
packet could be to free up
buffer space.

DiscardPacketsSent unsignedint -

The total number of
inbound packets which
were chosen to be
discarded even though no
errors had been detected to
prevent their being
delivered. One possible
reason for discarding such a
packet could be to free up
buffer space.

DiscardPacketsReceived unsignedint -
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The number of packets that
were received with a
detected Physical Layer
Convergence Protocol
(PLCP) header error.

PLCPErrorCount unsignedint -

The number of packets that
were received with a
FCSErrorCount unsignedint - |detected FCS error. This
parameter is based on
dot11FCSErrorCount from

[Annex C/802.11-2012].

The number of packets that
InvalidMACCount unsignedint - |were received with a

detected invalid MAC
header error.

The number of packets that
were received, but which
were destined fora MAC
address that is not
associated with this
interface.

PacketsOtherReceived unsignedint -
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An indicator of average
noise strength received at
this radio, measured in
dBm. This measurement of
Noise int - |non-1EEE 802.11 noise
power is made by sampling
the channel when virtual
carrier sense indicates idle
and this radio is neither
transmitting nor receiving a
frame.

The total number of
transmitted packets which
were retransmissions.
Two retransmissions of
the same packet results in
this counter incrementing
by two.

RetransCount unsignedint -

The number of packets that
were not transmitted
successfully due to the
FailedRetransCount unsignedint - |number of retransmission
attempts exceeding an
802.11 retry limit. This
parameter is based on
dotl1FailedCount from

[802.11-2012].
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The number of packets that
were successfully
transmitted after one or
more retransmissions. This
parameter is based on
dot11RetryCount from

[802.11-
2012].

RetryCount unsignedint -

The number of packets that
were successfully
transmitted after more than
one retransmission.

This parameter is based

on
dotl1MultipleRetryCount

from [802.11-2012].

MultipleRetryCount unsignedint -

The number of expected
ACKs that were never
ACKFailureCount unsignedint - |received. This parameter
is based on
dot11ACKFailureCount

from [802.11-2012].
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3. TlomyueHue TaHHBIX MO MOIKIOYEHHBIM ycTpoiicTBam mo WIFI

InternetGatewayDevice.LANDevice.{i}

object
WLAN
MACAddress string(17)
AuthenticationState boolean
LastDataDownlinkRate unsignedInt[1000:600000]
LastDataUplinkRate unsignedInt[1000:600000]
SignalStrength int[-200:0]
Retransmissions unsignedint[0:100]
Active boolean

A table of the devices currently associated with the access point.

At most one entry in this table can exist with a given value for
- |[MACAddress] The MAC address of an associated device.
- |Whether an associated device has authenticated (true) or not (false).

The data transmit rate in kbps that was most recently used for
transmission from the access point to the associated device.

The data transmit rate in kbps that was most recently used for
transmission from the associated device to the access point.

An indicator of radio signal strength of the uplink from the
- |associated device to the access point, measured in dBm, as an
average of the last 100 packets received from the device.

The number of packets that had to be re-transmitted, from the last
- |100 packets sent to the associated device. Multiple re-
transmissions of the same packet count as one.

Whether or not this node is currently present in the WiFi
AccessPoint network.

The ability to list inactive nodes is OPTIONAL. If the CPE
includes inactive nodes in this table, Active MUST be set to false
for each inactive node. The length of time an inactive node remains
listed in this table is a local matter to the CPE.
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4. Tlomy4eHue CTATUCTKHU MO KAKIOMY [TOKIIFOYCHHOMY YCTPOUCTBY

These count bytes or packets sent to, or received
from, this Associated Device, which is a WiFi
station associated to this access point. Packet
counters here count 802.11 WiFi frames.

InternetGatewayDevice.LANDevice.{i}.WLANConfiguration.{i}.AssociatedD| object "|The CPE MUST reset these Stats parameters

evice{i}.Stats. (unless otherwise stated in individual object or
parameter descriptions) either when the Status of
the parent AccessPoint object transitions from
Disabled to Enabled, or when it transitions from
Enabled to Disabled.
. StatsCounter64] The total number of bytes
BytesSent unsignedLo |- [ : X . i
% ng 9 transmitted to the Associated Device, including
framing characters.
BvtesReceived unsianedLo |- [Sta?sCounter64] The tot_al numbe_r of pytes _
yt ng g received from the Associated Device, including
framing characters.
PacketsSent unsignedLo |- [StatsCounter64] The total number of packets
ng transmitted to the Associated Device.
PacketsReceived unsignedLo - [StatsCounter64] The total number of packets
ng received from the Associated Device.
[StatsCounter32] The total number of outbound
ErrorsSent unsignedint |- packets that could not be transmitted because of

errors. These might be due to the number of
retransmissions exceeding the retry limit, or from
other causes.
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[StatsCounter32] The total number of

RetransCount unsignedInt |- | transmitted packets which were
retransmissions. Two retransmissions of the
same packet results in this counter incrementing
by two.

[StatsCounter32] The number of packets that were
not transmitted successfully due to the number of
FailedRetransCount unsignedInt |- | retransmission attempts exceeding an 802.11
retry limit. This parameter is based on
dotl1FailedCount from [802.11- 2012].

[StatsCounter32] The number of packets that
were successfully transmitted after one or more

RetryCount unsignedint |- T . i
retransmissions. This parameter is based on
dotl11RetryCount from [802.11- 2012].
[StatsCounter32] The number of packets that

MultipleRetryCount unsignedint |- Were successfully transmitted after more than one

retransmission. This parameter is based on
dot11MultipleRetryCount from [802.11-2012].
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5. Konugurypuposanus ctanapraa,b,g,n,ac

Cormacuo craHjapra I[aHHBIfI napamMeTp ABJIACTCA JOCTYIIHBIM TOJIBKO IJId YTCHUA, H€06XOIII/IMO npeaoCTaBUTb BO3MOKHOCTb €I'0 UIBMCHCHU

Indicates which IEEE
802.11 standard this
WLANConfiguration
instance is configured for.
Enumeration of:

« a(only aclients)
* Db (only b clients)
* g (band g clients

supported)
« g-only (only g clients
supported)
InternetGatewayDevice.LANDevice.{i}.WLANConfiguration.{i}.Standard string w + b/g/n(bandgandn

clients supported)

* n (only n clients)

« ac (only ac clients)

* a/n/ac (aand n and
ac clients supported)

« a/n(aand n clients
supported)

* n/ac (n and ac clients
supported)
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6. IIpemocrasuts noguepxky WIFI pagapa

InternetGatewayDevice.WiFi.NeighboringWiFiDiag |object - | This object defines access to other WiFi SSIDs that this device is able to
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DiagnosticsState

ResultNumberOfEntries

string w

unsignedint |-

Indicates availability of WiFi SSID data. Enumeration of:

e None
e Requested
o Completed
e Error

If the ACS sets the value of this parameter to Requested, the CPE
MUST initiate the WiFi scan.

When writing, the only allowed value is Requested. When requested, the
CPE SHOULD wait until after completion of the communication session
with the ACS before starting the diagnostic.

When the test is completed, the value of this parameter MUST be either
Completed (if the test completed successfully), or one of the Error values
listed above. If the value of this parameter is anything other than
Completed, the values of the results parameters for this test are
indeterminate.

When the diagnostic initiated by the ACS is completed (successfully
or not), the CPE MUST establish a new connection to the ACS to
allow the ACS to view the results, indicating the Event code 8
DIAGNOSTICS COMPLETE in the Inform message.

After the diagnostic is complete, the value of all result parameters (all
read-only parameters in this object) MUST be retained by the CPE until
either this diagnostic is run again, or the CPE reboots.

After a reboot, if the CPE has not retained the result parameters from
the most recent test, it MUST set the value of this parameter to None.

While the test is in progress, setting this parameter to Requested (and
possibly modifying other writable parameters in this object) MUST result
in the test being terminated and then restarted using the current values of
the test parameters.

The number of entries in the Result table.
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InternetGatewayDevice.WiFi.NeighboringWiFiDiag |object

nostic.Result.{i}.

Radio

SSID

BSSID

Mode

Channel

SignalStrength

SecurityModeEnabled

string

string(32)

string(17)

string

unsignedl
nt-

int[-200:0]

string

Neighboring SSID table. This table models the other WiFi SSIDs that this
device is able to receive.

At most one entry in this table can exist with a given value for BSSID.

The value MUST be the path name of a row in the Device.WiFi.Radio
table. The Radio that detected the neighboring WiFi SSID.

The current service set identifier in use by the neighboring WiFi SSID.
The value MAY be empty for hidden SSIDs.

[MACAddress] The BSSID used for the neighboring WiFi SSID.

The mode the neighboring WiFi radio is operating in. Enumeration of:
e AdHoc
« Infrastructure

The current radio channel used by the neighboring WiFi radio.

An indicator of radio signal strength (RSSI) of the neighboring WiFi radio
measured in dBm, as an average of the last 100 packets received.

The type of encryption the neighboring WiFi SSID advertises.
Enumeration of:
e None
WEP
WPA
WPA2
WPA-WPA2
WPA-Enterprise
WPA2-Enterprise
WPA-WPA2-Enterprise
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Comma-separated list of strings. The type of encryption the
neighboring WiFi SSID advertises. Each list item is an enumeration
of:
EncryptionMode string - e TKIP
e AES

_ _ Indicates the frequency band at which the radio this SSID instance
OperatingFrequencyBand string - |is operating. Enumeration of:
e 24GHz

e 5GHz

Comma-separated list of strings. List items indicate which IEEE 802.11
standards this Result instance can support simultaneously, in the
frequency band specified by OperatingFrequencyBand. Each list item
IS an enumeration of:

a ([802.11a-1999])
b ([802.11b-1999])
)

g ([802.11g-2003
n ([802.11n-2009]
SupportedStandards string - 1 ac([802.11ac-2013])
Each value indicates support for the indicated standard.
If OperatingFreguencyBand is set to 2.4GHz, only values b, g, n
are allowed. If OperatingFrequencyBand is set to 5GHz, only
values a, n, ac are allowed.

oot

N
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OperatingStandards

OperatingChannelBandwidth

BeaconPeriod
Noise

BasicDataTransferRates

SupportedDataTransferRates

string

string

unsignedint
int[-200:0]

string(256)

string(256)

Comma-separated list of strings. Each list item MUST be a member of the
list reported by the SupportedStandards parameter. List items indicate
which IEEE 802.11 standard that is detected for this Result.

Each value indicates support for the indicated standard.

If OperatingFreguencyBand is set to 2.4GHz, only values b, g, n

are allowed. If OperatingFrequencyBand is set to 5GHz, only

values a, n, ac are allowed.

For example, a value of "g,b" (or "b,g" - order is not important) means
that the 802.11g standard [802.11g-2003] is used with a backwards-
compatible mode for 802.11b [802.11b-1999]. A value of "g" means that
only the 802.11¢ standard can be used.

Indicates the bandwidth at which the channel is operating. Enumeration of:

o 20MHz
¢ 40MHz
e 80MHz
o 160MHz

e Auto

Time interval (in ms) between transmitting beacons.

Indicator of average noise strength (in dBm) received from the neighboring
WiFi radio.

Comma-separated list (maximum list length 256) of strings. Basic data
transmit rates (in  Mbps) for the SSID. For example, if
BasicDataTransferRates is "1,2", this indicates that the SSID is operating
with basic rates of 1 Mbps and 2 Mbps.

Comma-separated list (maximum list length 256) of strings. Data
transmit rates (in Mbps) for unicast frames at which the SSID will
permit a station to connect. For example, if
SupportedDataTransferRates is "1,2,5.5", this indicates that the SSID
will only permit connections at 1 Mbps, 2 Mbps and 5.5 Mbps.


https://www.rt.ru/
https://www.broadband-forum.org/cwmp/tr-181-2-9-0.html#D.Device%3A2.Device.WiFi.NeighboringWiFiDiagnostic.Result.%7Bi%7D.SupportedStandards
https://www.broadband-forum.org/cwmp/tr-181-2-9-0.html#D.Device%3A2.Device.WiFi.NeighboringWiFiDiagnostic.Result.%7Bi%7D
https://www.broadband-forum.org/cwmp/tr-181-2-9-0.html#D.Device%3A2.Device.WiFi.NeighboringWiFiDiagnostic.Result.%7Bi%7D.OperatingFrequencyBand
https://www.broadband-forum.org/cwmp/tr-181-2-9-0.html#D.Device%3A2.Device.WiFi.Radio.%7Bi%7D.SupportedFrequencyBands.2_4GHz
https://www.broadband-forum.org/cwmp/tr-181-2-9-0.html#D.Device%3A2.Device.WiFi.NeighboringWiFiDiagnostic.Result.%7Bi%7D.OperatingFrequencyBand
https://www.broadband-forum.org/cwmp/tr-181-2-9-0.html#D.Device%3A2.Device.WiFi.Radio.%7Bi%7D.SupportedFrequencyBands.5GHz
https://www.broadband-forum.org/cwmp/tr-181-2-9-0.html#R.802.11g-2003
https://www.broadband-forum.org/cwmp/tr-181-2-9-0.html#R.802.11b-1999

[TporpammMa 1 METOAMKA UCTIBITAHUI a0OHEHTCKOTO 000PYIOBAHUS JIJISI TOITBEPIKICHHSI
Pocrenexkom COOTBETCTBHSI YHUBEPCATbHBIM TeXHIUYECKUM TpeOdoBanusM GPON

Penakuus: 2.3/2022 Ne 6mznec-nporecca: BILIIP.0S Crp. 82 u3 117

The number of beacon intervals that elapse between transmission of

DTIMPeriod unsignedint|- |Beacon frames containing a TIM element whose DTIM count field is 0.
This value is transmitted in the DTIM Period field of beacon frames.
[802.11-2012]

7. OrmpeeneHns YUCTOTO KaHANIA JUTS ITepeIadl HHPOPMAIUH

hexBinar A request for the clear channel assessment
InternetGatewayDevice.LANDevice.{i}.WLANConfiguration.{i}.X_RTK_CCAR y- W/ (CCA) report in the format specified in [Clause

equest (11:11) 8.4.2.23.3/802.11- 2012].

The clear channel assessment (CCA) report in
the format specified in [Clause
8.4.2.24.3/802.11-2012].
InternetGatewayDevice.LANDevice.{i}.WLANConfiguration.{i}.X_RTK_CCARepor hexBinar |-
t y- When read, the value of this parameter MUST
(12:12) correspond to CCARequest. How this is
achieved is a local matter to the CPE.
If this parameter is read before a CCARequest
has been issued, then its value is an empty
string.

hexBinar A request for a received power indicator (RPI)
InternetGatewayDevice.LANDevice.{i}.WLANConfiguration.{i}.X RTK_RPIHi W | histogram in the format specified in [Clause

stogramRequest 8.4.2.23.4/802.11- 2012].

(11:11)
InternetGatewayDevice.LANDevice.{i}.WLANConfiguration.{i}.X_RTK_RPIHi hexBinar  |_ Receiv.ed powerindicator (.RP.I) histogram
stogramReport y- report in the format specified in [Clause

(19:19) 8.4.2.24.4/802.11-2012].
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8. Vnpasnenue QpynximonanomM uzosimu Ha SSID

bool Enables or disables device isolation. Object Default:
InternetGatewayDevice.LANDevice.{i}.WLANConfiguration.{i}.X_ |P®9'€3aN W A value of true means that the devices 0
RTK _lIsolationEnable connected to the Access Point are isolated

from all other devices within the home

VYupaenenue 2 Radio mogymnsmu
Bo3moskHocTh nipuBs3eiBaTh SSID k onpenenearnomy Radio momysio Jlist
Radio 2.4GHz monynst SSID1, SSID2, SSID3, SSID4:

e InternetGatewayDevice.LANDevice.1. WLANConfiguration.1.
e InternetGatewayDevice.LANDevice.1. WLANConfiguration.2.
e InternetGatewayDevice.LANDevice.1. WLANConfiguration.3.
e InternetGatewayDevice.LANDevice.1. WLANConfiguration.4.

s Radio 5GHz moxyns SSID5, SSID6, SSID7, SSIDS:
¢ InternetGatewayDevice.LANDevice.1.WLANConfiguration.5.
e InternetGatewayDevice.LANDevice.1. WLANConfiguration.6.
e InternetGatewayDevice.LANDevice.1. WLANConfiguration.7.
e InternetGatewayDevice.LANDevice.1. WLANConfiguration.8.

[TapameTpsl, 0TBeHaroIIKeE 3a yrpapicHus Radio MoxysieM JODKHBI IPUCYTCTBOBATH TOJIBKO:
e InternetGatewayDevice.LANDevice.1. WLANConfiguration.1.
e InternetGatewayDevice.LANDevice.1. WLANConfiguration.5.

Habop mapameTrpoB HeoOX0AMMBIX s Kaskaoro Radio momyss:
InternetGatewayDevice.LANDevice.{i}.WLANConfiguration.{i}. lobject -

Indicates the status of this interface. Enumeration of:
° Up
e Error (OPTIONAL)
o Disabled

Status string
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BSSID

MaxBitRate

Channel

AutoChannelEnable

The Error value MAY be used by the CPE to indicate a locally
defined error condition.

string - | The MAC address of the interface.

The maximum upstream and downstream bit rate available to this
string(4) W connection in Mbps. Either Auto, or the largest of the
OperationalDataTransmitRates values.

The current radio channel used by the connection. To request
automatic channel selection, set AutoChannelEnable to true.
unsignedint- W
[0:255] Whenever AutoChannelEnable is true, the value of the Channel
parameter MUST be the channel selected by the automatic channel
selection procedure.

Enable or disable automatic channel selection.

Set to false to disable the automatic channel selection procedure, in
which case the currently selected channel remains selected.

Set to true to enable the automatic channel selection procedure. This
procedure MUST automatically select the channel, and MAY also
boolean W change it subsequently.
AutoChannelEnable MUST automatically change to false whenever
the channel is manually selected, i.e. whenever the Channel
parameter is written.

Whenever AutoChannelEnable is true, the value of the Channel
parameter MUST be the channel selected by the automatic channel
selection procedure.
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AutoChannelRefreshPeriod unsignedint |W The time period in seconds between two consecutive automatic
channel selections. A value of 0 means that the automatic channel
selection is done only at boot time.

This parameter is significant only if AutoChannelEnable is set to
true.

Comma-separated list of strings. List items indicate which IEEE
802.11 standard this Radio instance is configured for.

Each value indicates support for the indicated standard.

If OperatingFrequencyBand is set to 2.4GHz, only values b, g, n are
allowed.

Standard string W
If OperatingFrequencyBand is set to 5GHz, only values a, n, ac are
allowed.

For example, a value of "g,b" (or "b,g" - order is not important)
means that the 802.11g standard [802.11g-2003] is used with a
backwards-compatible mode for 802.11b [802.11b-1999]. A value of

g" means that only the 802.11g standard can be used.

Comma-separated list (maximum list length 1024) of strings.
Possible radio channels for the wireless standard (a, b or g) and the
regulatory domain.

PossibleChannels string(1024) |-
Ranges in the form "n-m" are permitted.
For example, for 802.11b and North America, would be "1-11".
Comma-separated list (maximum list length 256) of strings.
BasicDataTransmitRates String(256) | W Maximum access point data transmit rates in Mbps for unicast,

multicast and broadcast frames.
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For example, a value of "1,2", indicates that unicast, multicast and
broadcast frames can be transmitted at 1 Mbps and 2 Mbps.

Comma-separated list (maximum list length 256) of strings.
Maximum access point data transmit rates in Mbps for unicast
frames (a superset of BasicDataTransmitRates).

OperationalDataTransmitRates string(256) W Given the value of BasicDataTransmitRates from the example

above, OperationalDataTransmitRates might be "1,2,5.5,11",
indicating that unicast frames can additionally be transmitted at 5.5
Mbps and 11 Mbps.

Comma-separated list (maximum list length 256) of strings. Data
transmit rates for unicast frames at which the access point will
permit a station to connect (a subset of
OperationalDataTransmitRates).

PossibleDataTransmitRates string(256) |- Given the values of BasicDataTransmitRates and

OperationalDataTransmitRates from the examples above,
PossibleDataTransmitRates might be "1,2,5.5", indicating that the
AP will only permit connections at 1 Mbps, 2 Mbps and 5.5 Mbps,
even though it could theoretically accept connections at 11 Mbps.

RadioEnabled boolean W |Indicates whether or not the access point radio is enabled.

Comma-separated list (maximum list length 64) of unsigned integers
TransmitPowerSupported string(64) - (value 0 to 100). Supported transmit power levels as percentages of
full power. For example, "0,25,50,75,100".

Indicates the current transmit power level as a percentage of full
W power. The value MUST be one of the values reported by the
TransmitPowerSupported parameter.

802.11d Regulatory Domain String. First two octets are ISO/IEC
RegulatoryDomain string(3) W 3166-1 two-character country code. The third octet is either " " (all
environments), "O" (outside) or "I" (inside).

unsignedint-

TransmitPower [0:100]
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Comma-separated list (maximum list length 1024) of strings.
Channels that the access point determines to be currently in use
(including any that it is using itself).

Ranges in the form "n-m" are permitted.

ChannelsinUse string(1024)

OperatingChannelBandwidth string W | The preferred channel bandwidth to be used (applicable to 802.11n
and 802.11ac specifications only). Enumeration of:

20MHz

40MHz (wide mode)

80MHz (802.11ac only)

160MHz (802.11ac only)

Auto

CurrentOperatingChannelBandwidth string - | The channel bandwidth currently in use. Enumeration of:
20MHz

40MHz

80MHz

160MHz

ExtensionChannel string W | The secondary extension channel position, applicable when
operating in wide channel mode (i.e. when
OperatingChannelBandwidth is set to 40MHz or Auto). Enumeration
of:
e AboveControlChannel
e BelowControlChannel
e Auto

PreambleType string W The type of preamble. Longer preambles (more overhead) are
needed by 802.11g to coexist with legacy systems 802.11 and
802.11b. Enumeration of:

e short
e long
e auto
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MOI[y.]Ib AUATHOCTHKA COCTOAHUSA ONITHYCCKOI'0O IMOpPTAa

InternetGatewayDevice.Optical. object - | This object models optical interface technologies. It defines an Interface object that models 2:
a layer 1 optical interface that is capable of transporting Ethernet packets. The data model
definition is based on parts of [G.988].

Interface!\lumberOfEntries unsianed! | - IThe number of entries in the Interface table.
%QE%r?ﬁgatewayUeV|ce.Uptlcal.Inter object - |Optical interface table (a stackable interface object as described in [Section 4.2/TR-181i2]).

This table models physical optical interfaces.

Enable boolean |WEnables or disables the optical interface. -|2.

Status string - | The current operational state of the optical interface (see [Section 4.2.2/TR-181i2]). -|2.
Enumeration of: 4

Up
Down
Unknown
Dormant
NotPresent
LowerLayerDown
e Error (OPTIONAL)
When Enable is false then Status SHOULD normally be Down (or NotPresent or Error

if there is a fault condition on the interface).

When Enable is changed to true then Status SHOULD change to Up if and only if the
interface is able to transmit and receive network traffic; it SHOULD change to Dormant if
and only if the interface is operable but is waiting for external actions before it can transmit
and receive network traffic (and subsequently change to Up if still operable when the expected
actions have completed); it SHOULD change to LowerLayerDown if and only if the interface
is brevented from enterina the Up state because one or more of the interfaces beneath it is
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Alias string(64) |W A non-volatile handle used to reference this instance. Alias provides a mechanism for an -|2.
ACS to label this instance for future reference. 4

If the CPE supports the Alias-based Addressing feature as defined in [Section 3.6.1/TR-
069a4] and described in [Appendix 11/TR-069a4], the following mandatory constraints

MUST be enforced:
o Its value MUST NOT be empty.
e Its value MUST start with a letter.
o Ifits value is not assigned by the ACS, it MUST start with a "cpe-" prefix.
e The CPE MUST NOT change the parameter value.
Name string(64) | - | The textual name of the optical interface as assigned by the CPE. -|2.
LastChange unsignedl | - | The accumulated time in seconds since the optical interface entered its current operational -|2.
nt state. 4
LowerLayers string(102 | W Comma-separated list (maximum list length 1024) of strings. Each list item MUST be the path |-|2.
4) name of an interface object that is stacked immediately below this interface object. If the 4

referenced object is deleted, the corresponding item MUST be removed from the list. See
[Section 4.2.1/TR-181i2].

Note: Since Interface is a layer 1 interface, it is expected that LowerLayers will not be used.

Upstream boolean | - |Indicates whether the interface points towards the Internet (true) or -|2.
towards End Devices (false). For example: 4
o For an Internet Gateway Device, Upstream will be true for all WAN interfaces and
false for all LAN interfaces.
« For astandalone WiFi Access Point that is connected via Ethernet to an Internet
Gateway Device, Upstream will be true for the Ethernet interface and false for the
WiFi Radio interface.
o For an End Device, Upstream will be true for all interfaces.
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OpticalSignalLevel int - |Current measurement of total downstream optical signal level. -|2.
4

The value is measured in dBm/1000, i.e. the value divided by 1000 is dB relative to 1 mW.
For example, -12345 means -12.345 dBm, 0 means 0 dBm (1 mW) and 12345 means 12.345
dBm.

Valid values are -65.536 dBm (coded as -65536), to 65.534 dBm (coded as 65534) in 0.002
dB increments. This parameter is based on Optical signal level from [Section 9.2.1/G.988].

LowerOpticalThreshold int - |Optical level that is used to declare the downstream low received optical power alarm. -|2.

The value is measured in dBm/1000, i.e. the value divided by 1000 is dB relative to 1 mW.
For example, -12345 means -12.345 dBm, 0 means 0 dBm (1 mW) and 12345 means 12.345
dBm.

Valid values are -127.5 dBm (coded as -127500) to 0 dBm (coded as 0) in 0.5 dB increments.
The value -127500 indicates the device's internal policy.

This parameter is based on Lower optical threshold from [Section 9.2.1/G.988].

UpperOptical Threshold int - |Optical level that is used to declare the downstream high received optical power alarm. -|2.

The value is measured in dBm/1000, i.e. the value divided by 1000 is dB relative to 1 mW.
For example, -12345 means -12.345 dBm, 0 means 0 dBm (1 mW) and 12345 means 12.345
dBm.

Valid values are -127.5 dBm (coded as -127500) to 0 dBm (coded as 0) in 0.5 dB increments.
The value -127500 indicates the device's internal policy.

This parameter is based on Upper optical threshold from [Section 9.2.1/G.988].


https://www.rt.ru/

[TporpammMa 1 METOAMKA UCTIBITAHUI a0OHEHTCKOTO 000PYIOBAHUS JIJISI TOITBEPIKICHHSI
Pocrenexkom COOTBETCTBHSI YHUBEPCATbHBIM TeXHIUYECKUM TpeOdoBanusM GPON

Penakuus: 2.3/2022 Ne 6mznec-nporecca: BILIIP.0S Crp. 91 u3 117

TransmitOpticalLevel int - |Current measurement of mean optical launch power. 2.

The value is measured in dBm/1000, i.e. the value divided by 1000 is dB relative to 1 mW.
For example, -12345 means -12.345 dBm, 0 means 0 dBm (1 mW) and 12345 means 12.345
dBm.

Valid values are -127.5 dBm (coded as -127500) to 0 dBm (coded as 0) in 0.5 dB increments.
The value -127500 indicates the device's internal policy.

This parameter is based on Transmit optical level from [Section 9.2.1/G.988].

LowerTransmitPowerThreshold int - IMinimum mean optical launch power that is used to declare the low transmit optical power I
alarm.

The value is measured in dBm/1000, i.e. the value divided by 1000 is dB relative to 1 mW.
For example, -12345 means -12.345 dBm, 0 means 0 dBm (1 mW) and 12345 means 12.345
dBm.

Valid values are -63.5 dBm (coded as -63500) to +63.5 dBm (coded as 63500) in 0.5
dB increments. The value -63500 indicates the device's internal policy.

UpperTransmitPowerThreshold int - IMaximum mean optical launch power that is used to declare the high transmit optical power 2.
alarm.

The value is measured in dBm/1000, i.e. the value divided by 1000 is dB relative to 1 mW.
For example, -12345 means -12.345 dBm, 0 means 0 dBm (1 mW) and 12345 means 12.345
dBm.

Valid values are -63.5 dBm (coded as -63500) to +63.5 dBm (coded as 63500) in 0.5
dB increments. The value -63500 indicates the device's internal policy.
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InternetGatewayDevice.Optical.Interface.{i}.Stats. jobject

BytesSent

BytesReceived

PacketsSent
PacketsReceived

ErrorsSent

ErrorsReceived

DiscardPacketsSent

DiscardPacketsReceived

Throughput statistics for this interface.

The CPE MUST reset the interface's Stats parameters (unless otherwise stated in
individual object or parameter descriptions) either when the interface becomes

- loperationally down due to a previous administrative down (i.e. the interface's - 2.4
Status parameter transitions to a down state after the interface is disabled) or
when the interface becomes administratively up (i.e. the interface's Enable
parameter transitions from false to true). Administrative and operational
interface status is discussed in [Section 4.2.2/TR-181i2].

The total number of bytes transmitted out of the interface, including framing

unsignedLong |- characters. -24
unsignedLong - The total number of bytes received on the interface, including framing oy
characters.
unsignedLong |- The total number of packets transmitted out of the interface. -24
unsignedLong |- The total number of packets received on the interface. -24
. The total number of outbound packets that could not be transmitted because of
unsignedint |- -24
errors.
. The total number of inbound packets that contained errors preventing them from
unsignedint  -|,_ . . . -124
being delivered to a higher-layer protocol.
The total number of outbound packets which were chosen to be discarded even
unsignedint |- |though no errors had been detected to prevent their being transmitted. One -24
possible reason for discarding such a packet could be to free up buffer space.
The total number of inbound packets which were chosen to be discarded even
unsignedint |- though no errors had been detected to prevent their being delivered. One -24

possible reason for discarding such a packet could be to free up buffer space.
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Monyib «YaajJleHHbIA TJ0CTYID)

This object contains parameters relating to remotely
accessing the CPE's user interface.

InternetGatewayDevice.UserInterface.RemoteAccess.{i}. object - |Remote access is defined as any entity not of a local subnet  |-|1.5
attempting to connect to the CPE.

Remote access requires user authentication. To provide
remote access authentication the CPE MUST support a
"User" table with at least one instance that has
"RemoteAccessCapable” set to true.

Enables/Disables remotely accessing the CPE's user

Enable boolean w interface. -115
unsignedint- Destination TCP port required for remote access
Fort [:65535] W connection. -|15

Comma-separated list of strings. Indicates the protocols that
are supported by the CPE for the purpose of remotely
SupportedProtocols string - |accessing the user interface. Each list item is an -|15
enumeration of:
o HTTP (As defined in [REC2616])
e HTTPS (As defined in [REC2818])

o TELNET
o SSH
e ICMP

The value MUST be a member of the list reported by the
Protocol string W |SupportedProtocols parameter. This is the protocol currently |-{1.5
being used for remote access.
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IP string W |[IPAddress] Rule criterion.

Source IP address. An empty string indicates this
criterion is not used for matching.

This parameter can only be modified if
the Rule is Static (as explained in the object description).

Mask string W |[IPPrefix] Source IP address mask, represented as an IP
routing prefix using CIDR notation [RFC4632]. The IP
address part MUST be an empty string (and, if specified,
MUST be ignored).

Interface string(256)  |W |Rule criterion. The value MUST be the path name of a table
row. If the referenced object is deleted, the parameter value
MUST be set to an empty string. This specifies the ingress
interface associated with the entry. It MAY be a layer 1, 2 or
3 interface, however, the types of interfaces for which Rules
can be instantiated is a local matter to the CPE.

Bce n3MeHeHus, mpeaycMOTpeHHBIE TaHHBIM MOAYJIEM, TOJDKHBI ObITh oTpaxkeHbl B WebUI. 1 Bce namenenus B WebUI (oTkpbiTue/3akpbitue
nocryma, paspemenue/3anpemenue PING) n1omkHbI OBITE BUAHBI B JAHHOM MOJIYJIC.
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Moayas L2TP/GRE

InternetGatewayDevice.GRE. object
TunnelNumberOfEntries unsignedint
InternetGatewayDevice.GRE.Tunnel {i}. object
Name string(64)
Enable boolean
Status string
RemoteEndpoints string
KeepAlivePolicy string
KeepAliveTimeout unsignedint
KeepAliveThreshold unsignedint
DeliveryHeaderProtocol string
DefaultDSCPMark unsignedIint

This object contains parameters associated with the Generic Routing Encapsulation (GRE) Tunnel ([RFC2784]) with
Key and Sequence Number extensions ([RFC2890]). This object also provides a means to treat packets that are
encapsulated within a GRE Tunnel by using a set of Filter objects to determine the treatment of the packet.

The number of entries in the Tunnel table.

GRE Tunnel table, models the GRE Tunnel instance and represents the entry point and exit point of the tunnel in
relation to the WAN interface. A Tunnel object has one or more Interface objects that further define the sessions or flows
within the tunnel.

At most one entry in this table can exist with a given value for Alias. On creation of a new table entry, the Agent MUST
choose an initial value for Alias such that the new entry does not conflict with any existing entries.

The textual name of the interface as assigned by the CPE.
Enables or disables the tunnel.

The current operational state of the tunnel. Enumeration of:

e  Disabled
e  Enabled
e  Error (OPTIONAL)

Comma-separated list (up to 4 items) of strings (maximum item length 256). The Fully Qualified Domain Name (FQDN)
or IP address of the remote GRE tunnel endpoint. If more than one name/address is supplied, they will be tried in turn,
i.e. they are in decreasing order of precedence.

The mechanism used to keep the tunnel from timing out at the ConnectedRemoteEndpoint. Enumeration of:

o ICMP
o None

The tunnel keepalive timeout in seconds.

Number of KeepAlive messages unacknowledged by the ConnectedRemoteEndpoint before the Tunnel is perceived
failed.

The protocol used for the delivery header. Enumeration of:

e |Pv4
e |Pv6

If the specified entries in the Filter table do not match this Tunnel object or an instance of the Interface object for
this Tunnel object, then the value of this parameter is applied to the delivery header of the packets in this Tunnel.

"None"

10

2.8

2.8
2.8

2.8
2.8
2.8

2.8

2.8

2.8
2.8

2.8

2.8
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ConnectedRemoteEndpoint string(256) - |The Fully Qualified Domain Name (FQDN) name or IP address of the connected remote GRE tunnel endpoint. - 2.8
InterfaceNumberOfEntries unsignedint - |The number of entries in the Interface table. - 2.8
InternetGatewayDevice.GRE.Tunnel {i}.Stats. object - | Statistics for this GRE tunnel, i.e. all traffic that has passed through the tunnel. - 2.8

The device MUST reset the tunnel's Stats parameters (unless otherwise stated in individual object or parameter
descriptions) either when the tunnel becomes operationally down due to a previous administrative down (i.e., Status
parameter transitions to a disabled state after the tunnel has been disabled) or when the tunnel becomes
administratively up (i.e. the Enable parameter transitioned from false to true).

KeepAliveSent unsignedint - |[StatsCounter32] The total number of KeepAlive messages sent out the tunnel. - 2.8

KeepAliveReceived unsignedint - |[StatsCounter32] The total number of KeepAlive messages received by the tunnel. - 2.8

BytesSent unsignedLong | - |[StatsCounter64] The total number of bytes sent by the tunnel. - 2.8

BytesReceived unsignedLong | - |[StatsCounter64] The total number of bytes received by the tunnel. - 2.8

PacketsSent unsignedLong | - |[StatsCounter64] The total number of packets sent by the tunnel. - 2.8

PacketsReceived unsignedLong | - |[StatsCounter64] The total number of packets received by the tunnel. - 2.8

ErrorsSent unsignedint - |[StatsCounter32] The total number of packets discarded by the tunnel due to any error. This can include packets - 2.8
dropped due to a lack of transmit buffers.

ErrorsReceived unsignedint - |[StatsCounter32] The total number of packets received by the tunnel that contained errors preventing them from being - 2.8
delivered to a higher-layer protocol.

InternetGatewayDevice.GRE.Tunnel {i}.Interface.{i}. |object W |GRE Interface table (a stackable interface object as described in [Section 4.2/TR-181i2]). The Interface object models - 2.8

the GRE Header as defined in [RFC2784] and extensions to the GRE Header as defined in [RFC2890].

The Interface object provides a way to discriminate how sessions or flows are encapsulated within the GRE Tunnel. In
addition the Interface object represents the entry point and exit point of the tunnel in relation to the LAN interface.
Unless the Key Identifier of [RFC2890] is supported there is only one instance of this Interface object per tunnel.

At most one entry in this table can exist with a given value for Alias, or with a given value for Name. On creation of a
new table entry, the Agent MUST choose initial values for Alias and Name such that the new entry does not conflict with
any existing entries.

Enable boolean W Enables or disables the interface. - 2.8

This parameter is based on ifAdminStatus from [RFC2863].
Status string - |The current operational state of the interface (see [Section 4.2.2/TR-181i2]). Enumeration of: - 2.8

Up

Down

Unknown
Dormant
NotPresent
LowerLayerDown
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Name
LastChange

LowerLayers

ProtocolldOverride

UseChecksum

KeyldentifierGenerationPolicy

Keyldentifier

UseSequenceNumber
InternetGatewayDevice.X_RTK_VPN.L2TP.
TunnelNumberOfEntries
InternetGatewayDevice.X_RTK_VPN.L2TP.Tunnel.{i}
Name

Enable

Status

string(64)
unsignedint
string(1024)

unsignedint

boolean

string

unsignedint

boolean
object
unsignedint
object
string(64)
boolean
string

e  Error (OPTIONAL)

When Enable is false then Status SHOULD normally be Down (or NotPresent or Error if there is a fault condition on the
interface).

When Enable is changed to true then Status SHOULD change to Up if and only if the interface is able to transmit and
receive network traffic; it SHOULD change to Dormant if and only if the interface is operable but is waiting for external
actions before it can transmit and receive network traffic (and subsequently change to Up if still operable when the
expected actions have completed); it SHOULD change to LowerLayerDown if and only if the interface is prevented from
entering the Up state because one or more of the interfaces beneath it is down; it SHOULD remain in the Error state if
there is an error or other fault condition detected on the interface; it SHOULD remain in the NotPresent state if the
interface has missing (typically hardware) components; it SHOULD change to Unknown if the state of the interface can
not be determined for some reason.

This parameter is based on ifOperStatus from [RFC2863].
The textual name of the interface as assigned by the CPE. -
The accumulated time in seconds since the interface entered its current operational state. -

Comma-separated list (maximum list length 1024) of strings. Each list item MUST be the Path Name of an interface -
object that is stacked immediately below this interface object. If the referenced object is deleted, the corresponding item
MUST be removed from the list. See [Section 4.2.1/TR-181i2].

The Protocol ID assigned to this Interface. The Protocol Id is the EtherType value used to identify the encapsulated 0
payload. When set to 0 the CPE determines the Protocol Id.

When true, includes the "Checksum" field in the GRE header as defined in [RFC2784]. false

The method used to generate the Key Identifier extension as defined in.[RFC2890]. Enumeration of: "Disabled"

e  Disabled
e  Provisioned
® CPE_Generated (The generation of the Key field is CPE specific implementation, OPTIONAL)

When the value of KeyldentifierGenerationPolicy is Provisioned this Keyldentifier parameter is used to identify an 0
individual traffic flow within a GRE tunnel, as defined in [RFC2890].
When true, includes the "SequenceNumber" field in the GRE header as defined in [RFC2890] false

The number of entries in the Tunnel table. -

The textual name of the interface as assigned by the CPE. -
Enables or disables the tunnel. -
The current operational state of the tunnel. Enumeration of: -

2.8
2.8
2.8

2.8

2.8
2.8

2.8

2.8
2.8
2.8

2.8
2.8
2.8
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e Disabled
e  Enabled

e  Error (OPTIONAL)

ConnectionType tring W | Specifies the connection type of the connection instance. Enumeration of: - 1.0

e  Unconfigured

e |P_Routed
e |P_Bridged
ConnectionTrigger string W | Trigger used to establish the IP connection. Enumeration of: "On- 1.0
Demand"
e  OnDemand
e  AlwaysOn
e  Manual
The above values are defined as follows:
e  OnDemand: If this IP connection is disconnected for any reason, it is to remain disconnected until the CPE
has one or more packets to communicate over this connection, at which time the CPE automatically attempts
to reestablish the connection.
e  AlwaysOn: If this IP connection is disconnected for any reason, the CPE automatically attempts to reestablish
the connection (and continues to attempt to reestablish the connection as long it remains disconnected).
e  Manual: If this IP connection is disconnected for any reason, it is to remain disconnected until the user of the
CPE explicitly instructs the CPE to reestablish the connection.
Note that the reason for an IP connection becoming disconnected to begin with might be either external to the CPE,
such as non-renewal of a DHCP lease or momentary disconnection of the physical interface, or internal to the CPE,
such as use of the IdleDisconnectTime and/or AutoDisconnectTime parameters in this object.
Note also that the means by which a CPE would keep an IP connection disconnected (while waiting for the designated
trigger) if it is otherwise physically connected and has an IP address is a local matter specific to the implementation of
the CPE.
CurrentMRUSize unsignedInt- - |The current MRU in use over this connection. - 1.0
[1:1540]
MaxMRUSize unsignedint-  |W | The maximum allowed size of frames sent from the remote peer. - 1.0
[1:1540]
MaxMTUSize unsignedint- |W | The maximum allowed size of an Ethernet frame from LAN-side devices. - 1.0

[1:1540]
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Username

Password

ServerAddress

RemotelPAddress

PPPAuthenticationProtocol

PPPEncryptionProtocol

PPPoEServiceName
NATEnabled
IdleDisconnectTime

DNSEnabled
DNSServers

ExternallPAddress
MACAddress

Uptime
MACAddressOverride

Mpvmep HacTPOMKM
CueHapuii:

/ /MCXOLHEIE TapaMe TPl

// 1l2tp server = 'server.ru'

string(64)
string(64)

string
string(45)

string

string

string(256)
boolean

unsignedint

boolean
string(64)

string(45)
string(17)

boolean

W |Username to be used for authentication.

W |Password to be usef for authentication.

When read, this parameter returns an empty string, regardless of the actual value.

W |IP agpec vnun gomeHHoe ums cepeepa L2TP

W |[IPAddress] The remote IP address for this connection.
W |Describes the PPP authentication protocol used between the WAN device and the ISP POP. Enumeration of:

PAP
CHAP
MS-CHAP
Auto

W |Describes the PPP encryption protocol used between the WAN device and the ISP POP. Enumeration of:

(] None
(] MPPE

W |PPPoE Service Name.
W |Indicates if Network Address Translation (NAT) is enabled for this connection.

W | The time in seconds that if the connection remains idle, the CPE automatically terminates the connection. A value of 0
(zero) indicates that the connection is not to be shut down automatically.

W |Whether or not the device SHOULD attempt to query a DNS server across this connection.

W |[IPAddress] Comma-separated list (maximum list length 64) of IPAddresses. DNS server IP addresses for this
connection. Support for more than three DNS Servers is OPTIONAL.

W |[IPAddress] This is the external IP address used by NAT for this connection.
W |[IMACAddress] The physical address. Configurable only if MACAddressOverride is present and true.

W |Whether the value of MACAddress parameter can be overridden. If false, the CPE's default value is used (or restored
if it had previously been overridden).

<Empty>
<Empty>

Auto

None

<Empty>

1.0
1.0

1.0
1.0

1.0

1.0
1.0
1.0

1.0
1.0

1.0
1.0

1.0
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// username = 'user'

// password = 'password'

// remoteip = '7.0.0.75"

// vlanid = 11

// ssid 2 = 'Public WiFi 2GHz'
// ssid 5 = 'Public WiFi 5GHz'

//AddObject
{
"ParameterKey": "",
"ObjectName": "InternetGatewayDevice.Layer2Bridging.Bridge."

}

//SetParameterValues

{
"InternetGatewayDevice.Layer2Bridging.Bridge.2.BridgeName": "br EoGRE",
"InternetGatewayDevice.Layer2Bridging.Bridge.2.BridgeEnable": true

}

//AddObject
{
"ParameterKey": "",
"ObjectName": "InternetGatewayDevice.Layer2Bridging.Marking."

}

//SetParameterValues

{
"InternetGatewayDevice.Layer2Bridging.Marking.1l4.MarkingEnable": true,
"InternetGatewayDevice.Layer2Bridging.Marking.14.MarkingBridgeReference": 1,
"InternetGatewayDevice.Layer2Bridging.Marking.14.MarkingInterface": 15,
"InternetGatewayDevice.Layer2Bridging.Marking.14.VLANIDMark": 11,
"InternetGatewayDevice.Layer2Bridging.Marking.1l4.EthernetPriorityMark": 0

}

//AddObject
{
"ParameterKey": "",
"ObjectName": "InternetGatewayDevice.GRE.Tunnel."

}

//SetParameterValues

{

"InternetGatewayDevice.GRE.Tunnel.l.Name": "GRE",
"InternetGatewayDevice.GRE.Tunnel.l.Enable": true,
"InternetGatewayDevice.GRE.Tunnel.l.RemoteEndpoints”: "7.0.0.75"
}
//AddObject
{
"ParameterKey": "",
"ObjectName": "InternetGatewayDevice.GRE.Tunnel.l.Interface."

}
//SetParameterValues

{
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"InternetGatewayDevice
}
//AddObject
{

"ParameterKey":

.GRE.Tunnel.l.Interface.l.Enable": true

"ObjectName": "InternetGatewayDevice.Layer2Bridging.Filter."

}

//SetParameterValues

{

"InternetGatewayDevice.
"InternetGatewayDevice.

}

//SetParameterValues

{

"InternetGatewayDevice.
"InternetGatewayDevice.
"InternetGatewayDevice.
"InternetGatewayDevice.

}

//SetParameterValues

{

"InternetGatewayDevice.
"InternetGatewayDevice.
"InternetGatewayDevice.
"InternetGatewayDevice.

}

//SetParameterValues

{
"InternetGatewayDevice
"InternetGatewayDevice
"InternetGatewayDevice
"InternetGatewayDevice
"InternetGatewayDevice
"InternetGatewayDevice
"InternetGatewayDevice
"InternetGatewayDevice

Layer2Bridging.Filter.18.FilterBridgeReference": 1,
Layer2Bridging.Filter.18.FilterInterface": 19

Layer2Bridging.Filter.8.FilterBridgeReference": 1,
LANDevice.l.WLANConfiguration.2.Enable": true,
LANDevice.l.WLANConfiguration.2.SSID": "Public WiFi
LANDevice.l.WLANConfiguration.2.BeaconType": "None"

Layer2Bridging.Filter.12.FilterBridgeReference": 1,
LANDevice.l.WLANConfiguration.6.Enable": true,

LANDevice.l.WLANConfiguration.6.SSID": "Public WiFi
LANDevice.l.WLANConfiguration.6.BeaconType": "None"

_2GHz",

5GHz",

4
ne",

.X_RTK_VPN.L2TP.Tunnel.l.Name": "L2TP EoGRE",

.X_ RTK_VPN.L2TP.Tunnel.l.Enable": true,

.X RTK VPN.L2TP.Tunnel.l.ConnectionType": "IP Routed",
.X RTK VPN.L2TP.Tunnel.l.Username": "user",
.X_RTK_VPN.L2TP.Tunnel.l.Password": "password",
.X_RTK_VPN.L2TP.Tunnel.l.ServerAddress": "server.ru"
.X RTK VPN.L2TP.Tunnel.l.PPPEncryptionProtocol": "No
.X RTK VPN.L2TP.Tunnel.l.PPPAuthenticationProtocol":

"Auto"
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Moayabs USSD

InternetGatewayDevice.USSD. object - | O6BekT ms padotel ¢ USSD -11.3

Indicate the availability of diagnostic data. Enumeration of:

e None
USSDState string w e Requested -11.3
o Completed
e Error_NoResponse
Interface string- W B ciydae ecnu ncnosb3yeTcst Heckoiibko SIM, HeoOxoaumo nepeaats uMs uaTepdeiica Buaa 13
(256) InternetGatewayDevice.Cellular.Interface. {i}.
string- .
USSDrequest (256) W |USSB 3anpoc, KOTOpbIil HYKHO NEpeIaTh -|11.3
string- .
USSDreply (256) W |OtBer, nonyuennsiii Ha USSD 3anpoc -|11.3

Moayab «3G/LTE».

InternetGatewayDevice.Cellular. object - |This object models cellular interfaces and access points. -12.8

RoamingEnabled boolean W |Enables or disables roaming. -12.8

RoamingStatus string - |Current roaming status. Enumeration of: -12.8
e Home

e  Roaming

InterfaceNumberOfEntries unsignedint - |The number of entries in the Interface table. -12.8
AccessPointNumberOfEntries unsignedint - |The number of entries in the AccessPoint table. -12.8
InternetGatewayDevice.Cellular.Interface.{i}. object - |Cellular interface table (a stackable interface object as described in [Section 4.2/TR-181i2]). Each instance |- 2.8

of this object models a cellular modem with a single radio and a single USIM.

At most one entry in this table can exist with a given value for Alias, or with a given value for Name.
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X_RTK_CID string - |MnentudukaTop coThl. ITOT MapamMeTp JODKEH OBITh TPEICTABICH B MICCTHAAIIATCPUIHOM BHJIC

X_RTK_LAC string - |Location Area Code (ko1 j0KabHO# 30HBL). DTOT MapaMeTp JOKEH ObITh MPEACTABIICH B
IIEeCTHAIATEPUIHOM BUE

X_RTK_TAC string - |Kox nokanbHO# 30HBI. DTOT mapaMeTp JOHKEH OBbITh MPECTABICH B IECTHAIIIATEPUIHOM BUTIE

Enable boolean W |Enables or disables the interface. -12.8
This parameter is based on ifAdminStatus from [REC2863].

Status string - |The current operational state of the interface (see [Section 4.2.2/TR-181i2]). Enumeration of: -12.8

e Up (Corresponds to GPRS, UMTS, LTE etc ATTACHED status)

e Down

e Unknown

e  Dormant

e NotPresent (Corresponds to GPRS, UMTS, LTE etc DETACHED status)
e [owerLayerDown

e  Error (OPTIONAL)

When Enable is false then Status SHOULD normally be Down (or NotPresent or Error if there is a fault
condition on the interface).

When Enable is changed to true then Status

e  SHOULD change to Up if and only if the interface is able to transmit and receive network traffic.

e  SHOULD change to Dormant if and only if the interface is operable but is waiting for external
actions before it can transmit and receive network traffic (and subsequently change to Up if still
operable when the expected actions have completed)

e SHOULD remain in the Error state if there is an error or other fault condition detected on the
interface

e SHOULD remain in the NotPresent state if the interface has missing (typically hardware)
components; it SHOULD change to Unknown if the state of the interface can not be determined
for some reason.

Because the interface includes layer 1 the LowerLayerDown value SHOULD never be used.

This parameter is based on ifOperStatus from [REC2863].
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Alias

Name
LastChange

LowerLayers

Upstream

IMEI

string(64)

string(64)
unsignedint

string(1024)

boolean

string(15:15)

W |A non-volatile handle used to reference this instance. Alias provides a mechanism for an ACS to label this |- |2.8
instance for future reference.

If the CPE supports the Alias-based Addressing feature as defined in [Section 3.6.1/TR-069a4] and
described in [Appendix 11/TR-069a4], the following mandatory constraints MUST be enforced:

e [tsvalue MUST NOT be empty.

e |ts value MUST start with a letter.

e Ifits value is not assigned by the ACS, it MUST start with a "cpe-" prefix.
e The CPE MUST NOT change the parameter value.

- |The textual name of the interface as assigned by the CPE. -12.8
- |The accumulated time in seconds since the interface entered its current operational state. -12.8

W |Comma-separated list (maximum list length 1024) of strings. Each list item MUST be the path name ofan |- |2.8
interface object that is stacked immediately below this interface object. If the referenced object is deleted,
the corresponding item MUST be removed from the list. See [Section 4.2.1/TR-181i2].

Note: Since Interface is a layer 1 interface, it is expected that LowerLayers will not be used.
- |Indicates whether the interface points towards the Internet (true) or towards End Devices (false). -12.8

For example:

e  For an Internet Gateway Device, Upstream will be true for all WAN interfaces and false for all
LAN interfaces.

e  For a standalone WiFi Access Point that is connected via Ethernet to an Internet Gateway
Device, Upstream will be true for the Ethernet interface and false for the WiFi Radio interface.

e  For an End Device, Upstream will be true for all interfaces.

- |International Mobile Station Equipment Identity number, represented as a 15 digit string (digits 0-9). -12.8
Possible patterns:

e [0-9]{15,15}
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SupportedAccessTechnologies

PreferredAccessTechnology

CurrentAccessTechnology

AvailableNetworks

NetworkRequested

NetworkInUse

X_RTK_CurrentBand
RSSI

X_RTK_CINR

string - |Comma-separated list of strings. Access technologies supported by the interface. Each list item is an -12.8
enumeration of:

GPRS (GSM with GPRS)

EDGE (GSM with EDGE)

UMTS

UMTSHSPA (UMTS with High Speed Packet Access (HSPA [3GPP-HSPA]))
CDMA20000neX

CDMAZ2000HRPD

LTE

string W |The value MUST be a member of the list reported by the SupportedAccessTechnologies parameter, or else |- (2.8
be Auto. Preferred access technology.

The factory default value MUST be Auto.

string - |The value MUST be a member of the list reported by the SupportedAccessTechnologies parameter. Access |- 2.8
technology that is currently in use.

string - |Comma-separated list of strings (maximum item length 64). List of available networks. -12.8

string(64) W |[Name of the network which will be used, or an empty string if the network is selected automatically. -12.8

The factory default value MUST be <Empty>.

string(64) - |The value MUST be a member of the list reported by the AvailableNetworks parameter, or else be an -12.8
empty string. The value is an empty string if no network is found, or if the network specified
in NetworkRequested is not found.

int Tekywmit Band, Hanpumep 3 nan 7 nam 20 unm gp.

int - | The received signal strength in dBm. The allowed values depend on CurrentAccessTechnology: -12.8

For GPRS, EDGE the range is -111 dBm to -49 dBm
For UMTS, UMTSHSPA the range is -117 dBm to -54 dBm
For LTE the range is -117 dBm to -25 dBm

Note: An undetectable signal is indicated by the appropriate lower limit, e.g. -117 dBm for LTE.

int - |Carrier to Interference + Noise Ratio
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X_RTK_RSCP int - |Received signal code power

X_RTK_Elco int -

X_RTK_RX int -

UpstreamMaxBitRate unsignedint - |The current maximum attainable data rate upstream (expressed in Kbps). -12.8
DownstreamMaxBitRate unsignedint - |The current maximum attainable data rate downstream (expressed in Kbps). -12.8
InternetGatewayDevice.Cellular.Interface.{i}.USIM. object - |USIM (Universal Subscriber Identity Module or SIM card) parameters for the interface. -12.8
Status string - | The current status of the USIM card. Enumeration of: -12.8

e None (No card available)

e Available (Card is available but not verified)

e Valid (Card can be used; either valid PIN was entered, or PIN check is deactivated)

e  Blocked (USIM is blocked because the maximum number of invalid PIN entries was exceeded)
e Error (An error was detected with the card, OPTIONAL)

IMSI string(14:15) | - |International Mobile Subscriber Identity represented as a string with either 14 or 15 digits (digits 0-9). The |-|2.8
first 3 digits are the mobile country code (MCC), which are followed by the mobile network code (MNC),
either 2 digits (European standard) or 3 digits (North American standard), followed by the mobile
subscription identification number (MSIN). Possible patterns:

e [0-9]{14,15}

ICCID string(6:20) - |Integrated Circuit Card Identifier represented as a string of up to 20 digits (digits 0-9). The number is -12.8
composed of the following parts:

e Major industry identifier (MIl), 2 fixed digits, 89 for telecommunication purposes.

e  Country code, 1-3 digits, as defined by ITU-T recommendation [ITU-E.164].

o identifier, 1-4 digits.

e Individual account identification number. Its length is variable, but every number under one IIN
will have the same length.

e Single check digit calculated from the other digits using the Luhn algorithm.

For cards using an ICCID according to [ITU-E.118] the maximum length is 19 Digits, for GSM cards 20
digits. Possible patterns:
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* [0-9]{6,20}

MSISDN string(14:15) | - |Mobile Subscriber Integrated Service Digital Network Number, a number uniquely identifying a -12.8
subscription in a GSM, UMTS, or LTE mobile network. [ITU-E.164]

Possible patterns:

e [0-9]{14,15}

PINCheck string W |Controls the PIN verification of the USIM card. Enumeration of: -12.8

e OnNetworkAccess (Check the PIN with each access to a new network)
e  Reboot (Check the PIN with first access after (re)boot)
e  Off (Disable the PIN check)

PIN string(4) W |Allows the ACS to change the USIM PIN used for SIM card activation. -12.8

When read, this parameter returns an empty string, regardless of the actual value.
InternetGatewayDevice.Cellular.Interface.{i}.Stats. |object - | Throughput statistics for this interface. -12.8

The CPE MUST reset the interface's Stats parameters (unless otherwise stated in individual object or
parameter descriptions) either when the interface becomes operationally down due to a previous
administrative down (i.e. the interface's Status parameter transitions to a down state after the interface is
disabled) or when the interface becomes administratively up (i.e. the interface's Enable parameter
transitions from false to true). Administrative and operational interface status is discussed in [Section

4.2.2/TR-181i2].
BytesSent unsignedLong | - |[StatsCounter64] The total number of bytes transmitted out of the interface, including framing characters. |- 2.8
BytesReceived unsignedLong | - |[StatsCounter64] The total number of bytes received on the interface, including framing characters. -12.8
PacketsSent unsignedLong | - |[StatsCounter64] The total number of packets transmitted out of the interface. -12.8
PacketsReceived unsignedLong | - |[StatsCounter64] The total number of packets received on the interface. -12.8
ErrorsSent unsignedLong | - |[StatsCounter64] The total number of outbound packets that could not be transmitted because of errors. |-(2.8
ErrorsReceived unsignedLong | - |[StatsCounter64] The total number of inbound packets that contained errors preventing them from being |- 2.8

delivered to a higher-layer protocol.
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UnicastPacketsSent unsignedLong | - |[StatsCounter64] The total number of packets requested for transmission which were not addressed toa |- |2.8
multicast or broadcast address at this layer, including those that were discarded or not sent.

UnicastPacketsReceived unsignedLong | - |[StatsCounter64] The total number of received packets, delivered by this layer to a higher layer, which -12.8
were not addressed to a multicast or broadcast address at this layer.

DiscardPacketsSent unsignedLong | - |[StatsCounter64] The total number of outbound packets which were chosen to be discarded even though |-(2.8
no errors had been detected to prevent their being transmitted. One possible reason for discarding such a
packet could be to free up buffer space.

DiscardPacketsReceived unsignedLong | - |[StatsCounter64] The total number of inbound packets which were chosen to be discarded even though  |-{2.8
no errors had been detected to prevent their being delivered. One possible reason for discarding such a
packet could be to free up buffer space.

MulticastPacketsSent unsignedLong | - |[StatsCounter64] The total number of packets that higher-level protocols requested for transmission and |- (2.8
which were addressed to a multicast address at this layer, including those that were discarded or not
sent.

MulticastPacketsReceived unsignedLong | - |[StatsCounter64] The total number of received packets, delivered by this layer to a higher layer, which -12.8
were addressed to a multicast address at this layer.

BroadcastPacketsSent unsignedLong | - |[StatsCounter64] The total number of packets that higher-level protocols requested for transmission and |- (2.8
which were addressed to a broadcast address at this layer, including those that were discarded or not
sent.

BroadcastPacketsReceived unsignedLong | - |[StatsCounter64] The total number of received packets, delivered by this layer to a higher layer, which -12.8
were addressed to a broadcast address at this layer.

UnknownProtoPacketsReceived unsignedLong | - |[StatsCounter64] The total number of packets received via the interface which were discarded because of |-(2.8
an unknown or unsupported protocol.

InternetGatewayDevice.Cellular.AccessPoint.{i}. ~ |object W |Cellular Access Point table. Each entry is identified by an APN (Access Point Name) that identifies a -12.8

gateway between the mobile network and another computer network.

At most one entry in this table (regardless of whether or not it is enabled) can exist with a given value
for Alias. On creation of a new table entry, the CPE MUST choose an initial value for Alias such that the
new entry does not conflict with any existing entries.

At most one enabled entry in this table can exist with a given value for APN, or with a given value
for Interface.

Enable boolean W Enables or disables the Access Point. -12.8
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Alias string(64) W |A non-volatile handle used to reference this instance. Alias provides a mechanism for an ACS to label this |- |2.8
instance for future reference.

If the CPE supports the Alias-based Addressing feature as defined in [Section 3.6.1/TR-069a4] and
described in [Appendix 11/TR-069a4], the following mandatory constraints MUST be enforced:

e [tsvalue MUST NOT be empty.

e |ts value MUST start with a letter.

e Ifits value is not assigned by the ACS, it MUST start with a "cpe-" prefix.
e The CPE MUST NOT change the parameter value.

APN string(64) W |Access Point Name. -12.8
Username string(256) W |Username used to authenticate the CPE when making a connection to the Access Point. -12.8
Password string(256) W |Password used to authenticate the CPE when making a connection to the Access Point. -12.8

When read, this parameter returns an empty string, regardless of the actual value.

Proxy string(45) W |[IPAddress] Proxy server IP address. -12.8

ProxyPort unsignedint- |W |Proxy server port. -12.8
[1:65535]

Interface string W |The value MUST be the path name of a row in the Cellular.Interface table. Reference to the interface with |-{2.8

which the access point is associated.

Moayas WAN unTepdeiica

Ecnu B ycTpomncTBe npucytcteyeT Heckonbko WAN mHTepdeincos, To 3anucb WANDevice gosxKHa ObiTb A5 KaXKaoro.

InternetGatewayDevice. WANDevice.{i}. WANCommonInterfaceConfig. object - | OobexT aas padorsl ¢ USSD
EnabledForinternet boolean W |Used to enable or disable access to and from the Internet across all connection instances. -11.0
WANAccessType string - | Specifies the WAN access (modem) type. Enumeration of: -11.0
e ADSL
VDSL

e GPON
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e GEPON
e MLM
e  Ethernet
LayerlUpstreamMaxBitRate unsignedint |- | Specifies the maximum upstream theoretical bit rate for the WAN device in bits per second. This -11.0

describes the maximum possible rate given the type of interface assuming the best-case operating
environment, regardless of the current operating rate.

For example, if the physical interface is 100BaseT, this value would be 100000000, regardless of
the current operating rate.

LayerlDownstreamMaxBitRate unsignedint |- | Specifies the maximum downstream theoretical bit rate for the WAN device in bits per second. -11.0
This describes the maximum possible rate given the type of interface assuming the best-case
operating environment, regardless of the current operating rate.

For example, if the physical interface is 100BaseT, this value would be 100000000, regardless of
the current operating rate.

PhysicalLinkStatus string - |Indicates the state of the physical connection (link) from WANDevice to a connected entity. -11.0
Enumeration of:

° Up

(] Down

e |nitializing

e  Unavailable
WANAccessProvider string(256) |- |Name of the Service Provider providing link connectivity on the WAN. -11.0
TotalBytesSent unsignedint |- | The cumulative counter for total number of bytes sent upstream across all connection service -11.0

instances on the WAN device.

TotalBytesReceived unsignedint |- | The cumulative counter for total number of bytes received downstream across all connection -11.0
service instances on the WAN device.

TotalPacketsSent unsignedint |- | The cumulative counter for total number of packets (IP or PPP) sent upstream across all -11.0
connection service instances on the WAN device.

TotalPacketsReceived unsignedint |- | The cumulative counter for total number of packets (IP or PPP) received downstream across all -11.0
connection service instances on the WAN device.

MaximumActiveConnections unsignedint |- | Indicates the maximum number of active connections the CPE can simultaneously support. -11.0

NumberOfActiveConnections unsignedint |- | Number of WAN connection service instances currently active on this WAN interface. -11.0
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Moy, UDPHTTPProxy
InternetGatewayDevice.X RTK UDPHTTPProxy. object - Oo0BexT 15 padorsl ¢ UDPHTTPProxy
Enable boolean W ITo ymomyanuto 0 -
unsignedInt- |W
TCPPort TCP nopr, ans 3anpoca noroka. [1o ymonuanuto 4022

[:65535]
unsignedInt- |W

Buffer Pa3mep B kmmobaiiTax, mo ymomdanuto 5000
[:65535] p - oYM
ProxyIP string w ITo ymomyanuro 192.168.0.1
Timeout unsignedInt |W 3HaueHue B ceKyHax, yepe3 koropoe CPE nomkHo oTmucaThes OT
rpynnsl B ciydae paspsiBa TCP coenunenus. Ilo ymonuanuio 5 cek.
InternetGatewayDevice.Layer3Forwarding. object - |This object allows the handling of the routing and forwarding configuration of the device. - 1.0
DefaultConnectionService string(256)  |W |Specifies the default WAN interface. The content is the full hierarchical parameter name of the default layer 3 - 1.0
connection object. Example: InternetGatewayDevice.WANDevice.1.WANConnectionDevice.2.WANPPPConnection.1.
ForwardNumberOfEntries unsignedint | - |Number of forwarding instances. - 1.0
InternetGatewayDevice.Layer3Forwarding.Forwarding.{i}. |object W |Layer 3 forwarding table. - 1.0

In addition to statically configured routes, this table MUST include dynamic routes learned through layer 3 routing
protocols, including RIP, OSPF, DHCP, and IPCP. The CPE MAY reject attempts to delete or modify a dynamic route
entry.

For each incoming packet, the layer 3 forwarding decision is conceptually made as follows:

e  Only table entries with a matching ForwardingPolicy are considered, i.e. those that either do not specify
a ForwardingPolicy, or else specify a ForwardingPolicy that matches that of the incoming packet.

e  For the remaining table entries, those for which the source address/mask matches are sorted by longest
prefix, i.e. with the most specific networks first (an unspecified source address is a wild-card and always
matches, with a prefix length of zero).

e  For the remaining table entries, those for which the destination address/mask matches are sorted by
longest prefix, i.e. with the most specific networks first (an unspecified destination address is a wild-card
and always matches, with a prefix length of zero).

e  The first of the remaining table entries is applied to the packet.
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Enable
Status

Alias

StaticRoute
Type

DestIPAddress

boolean

string

string(64)

boolean
string

string(45)

At most one entry in this table (regardless of whether or not it is enabled) can exist with a given value for Alias. On
creation of a new table entry, the CPE MUST choose an initial value for Alias such that the new entry does not conflict
with any existing entries.

At most one enabled entry in this table can exist with all the same values
for DestIPAddress, DestSubnetMask, SourcelPAddress and SourceSubnetMask.

Enables or disables the forwarding entry. On creation, an entry is disabled by default. false |1.0
Indicates the status of the forwarding entry. Enumeration of: "Disabled" |1.0
e Disabled
e Enabled

e  Error (OPTIONAL)

The Error value MAY be used by the CPE to indicate a locally defined error condition.

A non-volatile handle used to reference this instance. Alias provides a mechanism for an ACS to label this instance for - 1.9
future reference.

If the CPE supports the Alias-based Addressing feature as defined in [Section 3.6.1/TR-069a4] and described in
[Appendix II/TR-069a4], the following mandatory constraints MUST be enforced:

Its value MUST NOT be empty.

Its value MUST start with a letter.

If its value is not assigned by the ACS, it MUST start with a "cpe-" prefix.
The CPE MUST NOT change the parameter value.

This parameter can only be modified if StaticRoute is true

If true, this route is a Static route. true 14
Indicates the type of route. Enumeration of: "Host" |1.0
e  Default
e  Network
e  Host

This parameter is DEPRECATED because its value could conflict with DestlIPAddress and/or DestSubnetMask.

[I[PAddress] Destination address. An empty string or a value of "0.0.0.0" indicates no destination address is specified. | <Empty> 1.0

A Forwarding table entry for which DestIPAddress and DestSubnetMask are both an empty string or "0.0.0.0" is a
default route.
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DestSubnetMask string(45) W |[IPAddress] Destination subnet mask. An empty string or a value of "0.0.0.0" indicates no destination subnet mask is | <Empty> 1.0
specified.

If a destination subnet mask is specified, the DestSubnetMask is ANDed with the destination address before
comparing with the DestIPAddress. Otherwise, the full destination address is used as is.

A Forwarding table entry for which DestIPAddress and DestSubnetMask are both an empty string or "0.0.0.0" is a
default route.

SourcelPAddress string(45) W |[IPAddress] Source address. An empty string or a value of "0.0.0.0" indicates no source address is specified. <Empty> |1.0
SourceSubnetMask string(45) W |[IPAddress] Source subnet mask. An empty string or a value of "0.0.0.0" indicates no source subnet mask is <Empty> |1.0
specified.

If a source subnet mask is specified, the SourceSubnetMask is ANDed with the source address before comparing
with the SourcelPAddress. Otherwise, the full source address is used as is.

ForwardingPolicy int[-1:] W |Identifier of a set of classes or flows that have the corresponding ForwardingPolicy value as defined in -1 1.1
the QueueManagement object.

A value of -1 indicates no ForwardingPolicy is specified.

If specified, this forwarding entry is to apply only to traffic associated with the specified classes and flows.
GatewaylPAddress string(45) W |[IPAddress] IP address of the gateway. <Empty> |1.0

Only one of GatewaylPAddress and Interface SHOULD be configured for a route.

If both are configured, GatewaylPAddress and Interface MUST be consistent with each other.

Interface string(256)  |W |Specifies the egress interface associated with this entry. The value MUST be the path name of the layer 3 connection - 1.0
object. Example: InternetGatewayDevice.WANDevice.1.WANConnectionDevice.2.WANPPPConnection.1.

Only one of GatewaylPAddress and Interface SHOULD be configured for a route.
If both are configured, GatewaylPAddress and Interface MUST be consistent with each other.

For a route that was configured by setting GatewaylPAddress but not Interface, read access to Interface MUST return
the full hierarchical parameter name for the route's egress interface.

ForwardingMetric int[-1:] W |Forwarding metric. A value of -1 indicates this metric is not used. -1 1.0

MTU unsignedint- |W | The maximum allowed size of an Ethernet frame for this route. - 1.0
[1:1540]
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Monayab «LXC koHTelHEPHI»

Device.SoftwareModules.ExecutionUnit.{i}. |object - |This table serves as the Execution Unit inventory and contains both status information about each Execution Unit as well as configurable -2.1
parameters for each Execution Unit.

Each DeploymentUnit that is installed can have zero or more Execution Units.
Once a Deployment Unit is installed it populates this table with its contained Execution Units.

When the Deployment Unit (that caused this ExecutionUnit to come into existence) is updated, this instance MAY be removed and new
instances MAY come into existence. While the Deployment Unit (that caused this ExecutionUnit to come into existence) is being updated,
all ExecutionUnit instances associated with the Deployment Unit will be stopped until the update is complete at which time they will be
restored to the state that they were in before the update started.

When the Deployment Unit (that caused this ExecutionUnit to come into existence) is uninstalled, this instance is removed.

Each ExecutionUnit MAY also contain a set of vendor specific parameters displaying status and maintaining configuration that reside under
the Extensions object.

At most one entry in this table can exist with a given value for EUID, or with a given value for Alias.
EUID string(64) - |Execution Unit Identifier chosen by the ExecEnv during installation of the associated DeploymentUnit. -121

The format of this value is Execution Environment specific, but it MUST be unique across ExecEnv instances. Thus, it is recommended that
this be a combination of the ExecEnv.{i}.Name and an Execution Environment local unique value.

Alias string(64) W |A non-volatile handle used to reference this instance. Alias provides a mechanism for an ACS to label this instance for future reference. -21

If the CPE supports the Alias-based Addressing feature as defined in [Section 3.6.1/TR-069a4] and described in [Appendix Il/TR-069a4], the
following mandatory constraints MUST be enforced:

e |ts value MUST NOT be empty.
® |ts value MUST start with a letter.
e |fits value is not assigned by the ACS, it MUST start with a "cpe-" prefix.
e  The CPE MUST NOT change the parameter value.
Name string(32) - | The name of this ExecutionUnit as it pertains to its associated DeploymentUnit, which SHOULD be unique across all ExecutionUnit instances |- 2.1

contained within its associated DeploymentUnit.

ExecEnvLabel string(64) - |The name of this ExecutionUnit as provided by the ExecEnv, which SHOULD be unique across all ExecutionUnit instances contained within a |- 2.1
specific ExecEnv.

Status string - |Indicates the status of this ExecutionUnit. Enumeration of: -21
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e |dle (This instance is in an Idle state and not running)
e  Starting (This instance is in the process of Starting and SHOULD transition to the Active state)
e  Active (This instance is currently running)
e  Stopping (This instance is in the process of Stopping and SHOULD transition to the Idle state)

RequestedState string W |Indicates the state transition that the ACS is requesting for this ExecutionUnit. Enumeration of: -121

e |dle (If this ExecutionUnit is currently in Starting or Active the CPE will attempt to Stop the Execution Unit; otherwise this requested
state is ignored)

e  Active (If this ExecutionUnit is currently in Idle the CPE will attempt to Start the Execution Unit. If this ExecutionUnit is
in Stopping the request is rejected and a fault raised. Otherwise this requested state is ignored)

If this ExecutionUnit is associated with an Execution Environment that is disabled and an attempt is made to alter this value, then a CWMP
Fault MUST be generated.

The value of this parameter is not part of the device configuration and is always an empty string when read.

ExecutionFaultCode string - |If while running or transitioning between states this ExecutionUnit identifies a fault this parameter embodies the problem. The value -121
of NoFault MUST be used when everything is working as intended. Enumeration of:

NoFault
FailureOnStart
FailureOnAutoStart
FailureOnStop
FailureWhileActive
DependencyFailure
UnStartable

For fault codes not included in this list, the vendor MAY include vendor-specific values, which MUST use the format defined in [Section
3.3/TR-106a4].

ExecutionFaultMessage string(256) - |If while running or transitioning between states this ExecutionUnit identifies a fault this parameter provides a more detailed explanation of the |- 2.1
problem.

If ExecutionFaultCode has the value of NoFault then the value of this parameter MUST an empty string and ignored by the ACS.

AutoStart boolean W |If true and the RunLevel verification is also met, then this ExecutionUnit will be automatically started by the device after its ExecEnv is either |- (2.1
rebooted or restarted.

If false this ExecutionUnit will not be started after its ExecEnv is either rebooted or restarted until it is explicity commanded to do so by either
the ACS or another Execution Unit.
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RunLevel unsignedint- |W |Determines when this ExecutionUnit will be started. -12.1
[:65535]

If AutoStart is true and ExecEnv.{i}.CurrentRunLevel is greater than or equal to RunLevel, then this ExecutionUnit will be started.

If the value of ExecEnv.{i}.CurrentRunLevel is -1, then the associated ExecEnv. doesn't support Run Levels, thus the value of this parameter
is irrelevant when read and setting its value has no impact to the Run Level of this ExecutionUnit.

Vendor string(128) - |Vendor of this ExecutionUnit. -121
Version string(32) - |Version of the ExecutionUnit. The format of this value is Execution Environment specific. -121
Description string(256) - |Textual description of this ExecutionUnit. The format of this value is Execution Environment specific. -21
DiskSpacelnUse int[-1:] - |The amount of disk space measured in kilobytes currently being used by this ExecutionUnit. A value of -1 MUST be used -21

for ExecutionUnit instances where this parameter is not applicable.

MemorylnUse int[-1:] - | The amount of physical RAM measured in kilobytes currently being used by this ExecutionUnit. A value of -1 MUST be used -121
for ExecutionUnit instances where this parameter is not applicable.

References string - |Comma-separated list of strings. Each list item MUST be the path name of a table row. If the referenced object is deleted, the corresponding |- 2.1
item MUST be removed from the list. Represents the instances of multi-instanced objects that are directly controlled by, and have come into
existence because of, this ExecutionUnit. See [Appendix 11.3.2/TR-157a3] for more description and some examples.

NOTE: All other objects and parameters (i.e. not multi-instanced objects) that this ExecutionUnit has caused to come into existence can be
discovered via the Devicelnfo.SupportedDataModel.{i}. table.

AssociatedProcessList string - |Comma-separated list of strings. Each list item MUST be the path name of a row in the Devicelnfo.ProcessStatus.Process table. If the -121
referenced object is deleted, the corresponding item MUST be removed from the list. Represents the system processes that are active in the
system because of this ExecutionUnit.

If Status is not Active it is expected that this list will be an empty string. Some ExecutionUnit instances MIGHT NOT have any system
processes irrespective of the value of Status.

VendorLogList string - |Comma-separated list of strings. Each list item MUST be the path name of a row in the Devicelnfo.VendorLogFile table. If the referenced -21
object is deleted, the corresponding item MUST be removed from the list. Represents the vendor log files that have come into existence
because of this ExecutionUnit.

When the DeploymentUnit (that caused this ExecutionUnit to come into existence) is uninstalled the vendor log files referenced here
SHOULD be removed from the CPE.

Not all ExecutionUnit instances will actually have a corresponding vendor log file, in which case the value of this parameter will be an empty
string.

VendorConfigList string - |Comma-separated list of strings. Each list item MUST be the path name of a row in the Devicelnfo.VendorConfigFile table. If the referenced |- 2.1
object is deleted, the corresponding item MUST be removed from the list. Represents the vendor config files that have come into existence
because of this ExecutionUnit.

When the DeploymentUnit (that caused this ExecutionUnit to come into existence) is uninstalled the vendor config files referenced here
SHOULD be removed from the CPE.
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Not all ExecutionUnit instances will actually have a corresponding vendor config file, in which case the value of this parameter will be an
empty string.
SupportedDataModelList string - |Comma-separated list of strings. Each list item MUST be the path name of a row in the Devicelnfo.SupportedDataModel table. If the -121

referenced object is deleted, the corresponding item MUST be removed from the list. Represents the CWMP-DT schema instances that have
been introduced to this device because of the existence of this ExecutionUnit.

ExecutionEnvRef string - |The value MUST be the path name of a row in the ExecEnv table. If the referenced object is deleted, the parameter value MUST be setto an |- 2.1
empty string. Represents the ExecEnv that this ExecutionUnit is associated with.
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